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      തീയതി: 18-12-2023

സസർർ ുലുലർർ

വിഷയം: േകരള വാ ർ അേതാറി ി - ഭരണ നിർ ഹണം - ഇ ഓഫീസ് സംവിധാനം നട ാ ു

ഓഫീസുകളിൽ േഡാക ൂെമ ുകൾ ് Digital Signature  Certificate ഉപേയാഗി ്

ഒ ുവ ു തിന് ആവശ മായ നിർേ ശം പുറെ ടുവി ു ു.

 

        േകരള വാ ർ അേതാറി ിയിെല ഫയൽ േ ാസ ിംഗ് e-office സംവിധാന ിേല ് മാ ാനു

നടപടികൾ പുേരാഗമി ു വരികയാണ്. അേതാറി ിയുെട െഹഡ് ഓഫീസ്, റീജിയണൽ ചീഫ്

എൻജിനീയർ ഓഫീസുകൾ, സർ ിൾ ഓഫീസുകൾ എ ിവിട ളിൽ ഇതിേനാടകം ഇ-ഓഫീസ്

നട ാ ിയി ു ്.

          ഡിവിഷൻ സബ് ഡിവിഷൻ െസ ൻ തല ളിൽ ഈ സാ ിക വർഷേ ാെട ഇ-ഓഫീസ്

സംവിധാനം നട ാ ാനാണ് ഉേ ശി ു ത്. 

         ഇ-ഓഫീസിൽ ത ാറാ ു  േഡാക ൂെമ ുകൾ അംഗീകാരം നൽകിയേശഷം Digital Signature

Certificate ഉപേയാഗി ് Sign െച  േശഷം മാ േമ Dispatch െച ാൻ സാധി ൂ. അതിനാൽ

േഡാക ൂെമ ുകൾ ് അംഗീകാരം നൽേക  എ ാ ഓഫീസർമാർ ും Digital Signature Certificate

ഉ ായിരി ണം. 

      Digital Signature Certificate ഉപേയാഗി ു തിനായി ഇേതാെടാ ം ഉൾെ ടു ിയി ു

േഡാക ൂെമ ിൽ പറയും വിധം SSL Certificate,  Browsers (Mozila Fire Fox or Google Chrome) െ  settings

-ൽ Import െചേ തും, Digital Signer Service ആ ിേ ഷൻ ഫയൽ േ ാസ ് െച ു  ക ൂ റിൽ

ഇൻ ാൾ െചേ തുമാണ്.

         Digital Signer Service ആ ിേ ഷൻ അേതാറി ിയുെട ഔേദ ാഗിക െവബ്ൈസ ിൽ Organization--

--->Administration------->e-office implementation----->HELP & ESSENTIALS-----> Digital Signer Service Installer
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/ Document എ  ഭാഗ ് ലഭ മാണ്.

         ഫയലുകൾ ് അംഗീകാരം നൽകാനായി ഉപേയാഗി ു  ക ൂ ർ / ലാ േടാ ിൽ േമ റ

Settings , Digital Signer Service ആ ിേ ഷൻ ഇൻ ാൾ െച ിരിേ താണ്.

      ഇ-ഓഫീസിൽ അംഗീകാരം നൽകു  േഡാക ൂെമ ുകൾ നിർബ മായും Digital Signature

Certificate ഉപേയാഗി ് Sign െചേ താണ്. 

 
 

 
മാേനജിംഗ് ഡയറ ർ 

 

ഉ ട ം: 1. SSL Certificate,  Mozila Fire Fox or Google Chrome എ ിവയിേല ് Import െച ു

വിധം വിവരി ു  യുസർ ൈഗഡ് 

2. Digital Signer Service ആ ിേ ഷൻ Windows , Ubuntu  എ ിവയിേല ് Install

െച ു  വിധം വിവരി ു  യുസർ ൈഗഡ് 

പകർ ് :1. എ ാ ഓഫീസ് േമധാവികൾ ും

                  2. ഔേദ ാഗിക െവബ്ൈസ ിൽ സി ീകരി ു തിനായി
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Annexure I 

 

Add/Import SSL Certificate to the Browsers 
 

Digital Signer Service runs on https port by using a self-signed certificate, browser may not import certificate 

automatically to their trusted root certificate store, for this client needs to import the certificates explicitly. 

 Download & unzip the Installer file (For windows/ For MAC/ For Ubuntu), go to the “Pre-Requisites” 

folder and locate the DSC Self sign  eOfficeCA2022.der/eOfficeCA2022.cer (SSL Certificates). 

Note: 

1. If certificate revocation check is not performed, the application will not be able to perform any of the operations 

(Registration, Authentication, and Signing). 

 

To add/ Import the certificate the steps for browsers are mentioned below: 

 

For Windows 
 

For Mozilla Firefox 
To add a self-signed certificate for https in Mozilla Firefox, perform the below actions to import SSL certificate: 

 

 Open Mozilla Firefox browser and Click ( ) icon on Top right Corner and then Click on Options ( ) 

link as shown in Fig.A.1.1: 

 

 
FigA.1.1 
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 Following window will appear: 

 

 
Fig.A.1.2 

 

 Click on Privacy & Security ( ) link, scroll down and Click View Certificates ( ) 

button as shown in Fig.A.1.3 

 

 
Fig.A.1.3 
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 A Certificate Manager window will appear as shown in Fig.A.1.4: 

 

 
Fig.A.1.4 

 

 Click on Authorities ( ) tab and then Click Import ( ) button as shown in FigA.1.5: 

 

 
FigA.1.5 
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 Select the Certificate and Click Open ( ) button as shown in FigA.1.6: 

 

 
FigA.1.6 

 

 Check both Checkboxes and click on Ok ( ) button as shown in FigA.1.7: 

 

 
FigA.1.7 

 

 This will import eOffice CA certificate to the Authorities store. 
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For Chrome 
To add a self-signed certificate for https in chrome browser, perform the below actions to import SSL certificate: 

 Open Google Chrome and click ( ) icon on top right corner icon and then click on Settings ( ) link as 
shown in FigA.1.8: 

 

 
FigA.1.8 

 

 Following window will appear as shown in FigA.1.9: 

 

 
FigA.1.9 
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 In Left menu, click Privacy and Security ( ) link. Scroll down and click on Manage certificates 

( ) link as shown in FigA.1.10 

 

 
FigA.1.10 

 

 Following Certificates window will appear as shown in FigA.1.11: 

 

 
FigA.1.11 
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 Click Trusted Root Certification Authorities ( ) tab and click Import ( ) button 
as shown in FigA.1.12. 

 

 
FigA.1.12 

 

 On window that appears, click Next ( ) button as shown in FigA.1.13: 

 

 
FigA.1.13 
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 On following window, click Browse ( ) button as shown in FigA.1.14: 

 

 
FigA.1.14 

 

 From Dialog window, select the Certificate and Click Open ( ) button as shown in FigA.1.15: 

 

 
FigA.1.15 
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 Click the Next ( ) button as shown in FigA.1.16: 

 

 
FigA.1.16 

 

 Again click Next ( ) button as shown in FigA.1.17: 

 

 
FigA.1.17 
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 Click on Finish ( ) button as shown in FigA.1.18 

 

 
FigA.1.18 

 

 A prompt window will appear, Click Yes ( ) button as shown in FigA.1.19: 

 

 
FigA.1.19 
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 Then Click Ok ( ) button in prompt window as shown in FigA.1.20: 

 

 
FigA.1.20 

 

 This will import eOffice CA certificate to Trusted Root Certification Authorities store as shown in FigA.1.21: 

 

 
FigA.1.21 
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Installation Guidelines for Windows OS 
 

For Bulk User: 
Administrator(s) can install the Digital Signer Service in silent mode on multiple systems through windows server. 

 

For Single User: 

  Locate and select the Digital Signer Service 7.0.0_x64.msi file from the downloaded bundle as per the system 

configuration (64 bit respectively). 

 Double click required msi file to start the installation as shown in Fig.2.3: 

 
Fig.2.3 

 

 A welcome page appears, click Next ( )button to continue as shown in Fig.2.4: 

 
Fig.2.4 
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 End-User License Agreement window appears, read the agreement. Click I Accept radio button and then click 

Next ( ) button as shown in Fig.2.5: 

 
Fig.2.5 

 

 For custom installation, click Browse ( ) button, select the directory as shown in Fig.2.6 and click 

Next ( ) button.  

 

OR 
 

 For default installation, click Next ( ) button, as shown in Fig.2.6: 

 
Fig.2.6 
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 Install SSL Certificate (for first time installation at clients’ machine) screen appears, select Yes radio button 

and then click Install ( ) button as shown in Fig.2.7 (a): 

 

 
Fig.2.7 (a) 

 

OR 
 

 Upgrade Older Version & Install SSL Certificate (previous version exists in clients’ machine) window 
appears asking for SSL certificate, now, to remove the older version or for side-by-side installation select the 
respective option. 

 Also, to add SSL certificate in Internet Explorer browser, select Yes radio button and then click Install 

( ) button as shown in Fig.2.7 (b): 

  

 
Fig.2.7 (b) 

 

Note:  
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SSL certificate is mandatory for signing purpose, if user clicks No option while installing the Digital Signer Service, 

then they have to install the certificate manually in Internet Explorer as well (To Add/ Import SSL certificate to the 

browsers refer Annexure I). 

 

 Side by Side installation: Process will take some moments to complete the installation and click Finish 

( ) button as shown in Fig.2.8. 

 Upgrade to new version: Process will take some moments to uninstall the Digital Signer Service 6.1.x series 

and complete the installation of Digital Signer Service 7.0.0 and click Finish ( ) button as shown in 
Fig.2.8: 

 
Fig.2.8 

 

Note: 

User(s) can run the two different versions of Digital Signer Service simultaneously as per the requirement of 

consuming applications. 

 This completes the installation of Digital Signer Service 7.0.0 for Windows user(s). 

 A shortcut will be created on the desktop, named Digital Signer Service 7.0.0. 

 Also, a Digital Signer Service icon ( ) will appear in the system tray (in the bottom-right corner of 
monitor) which indicates that Digital Signer Service is running in the system, as shown in Fig.2.9: 

 
Fig.2.9 

 Now, whenever the system is turned on the Digital Signer Service will start automatically. 
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Steps to manually START/ STOP the Digital Signer Service 7.0.0 are: 

 To start the service, double click the desktop icon “Digital Signer Service 7.0.0”. 

 The service will take a few seconds to start and once it is started it will appear in system tray. 

 Right click on the Digital Signer Service Icon ( ) from the system tray & select Open/ Stop button as per 
requirement, as shown in Fig. 2.10: 

 
Fig.2.10 

 Digital Signer Service application window appears, to stop the service click Stop Service( ) 
button, as shown in Fig.2.11: 

 
Fig.2.11 

 

 Warning pop-up window appears, click Yes ( ) button to stop the Digital Signer Service, as shown in 
Fig.2.12: 

 
Fig.2.12 

 

 The Digital Signer Service gets stopped and icon will disappear from the system tray. 
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Change language in Digital Signer Server 7.0.0 (Windows OS) 

 To change the language, click  button as shown in Fig.2.13: 

 
Fig.2.13 

 

 Select the language and click Save button as shown in Fig.2.14: 

 
Fig.2.14 

 

 The Digital Signer Service will appear in the selected language as shown in Fig.2.15: 

 
Fig.2.15 

 

Note: 

1. To import the SSL certificate refer Annexure I (Add/ Import SSL certificate to the Browsers). 
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Installation Guidelines for Ubuntu OS 
 

 Locate the Digital_Signer_Service-7.0.0.sh file from the downloaded bundle (Digital Signer Service 7.0.0 

Ubuntu Installer folder, Fig.4.1). 

 

 
Fig.4.1 

 

 Go to the downloaded location of Digital_Signer_Service-7.0.0.sh file and open the terminal. 

 

 Run the command “sudo bash Digital_Signer_Service-7.0.0.sh” on the terminal for Ubuntu OS. 

 

 Then, provide account password (if required) and press Enter. 

 

 In case other process is using port 55103, system will ask user for YES/NO as shown in Fig.4.2: 

 

 Type ‘Y’ for terminating that process and continue installation of Digital Signer Service otherwise type ‘N’ for 

terminating the Digital Signer Service installation. 

 

 
Fig.4.2 

 This completes the installation of Digital Signer Service for Ubuntu user(s). 
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 After successful installation, a message “Digital Signer Service 7.0.0 installed successfully” will be displayed 

as shown in Fig.4.3: 

 

 
Fig.4.3 

 
 Press ‘Y’ to restart the system (Fig.4.3) or manually reboot the system. 

 Restart is mandatory to run Digital Signer Service 7.0.0 effectively. 

 

Steps to manually START/ STOP the Digital Signer Service 7.0.0 are: 

 Double click the desktop icon ( ) “Digital Signer Service 7.0.0”. 

 The Digital Signer Service pop-up window appears and the service gets started, as shown in Fig.4.4: 

 

 
Fig.4.4 



 

 41 

 Now, click Hide Service ( ) or ( ) button to hide the screen. 

 To Stop the service, click Stop Service ( ) button. 

 

 Warning window appears, click Yes ( ) button to stop the Digital Signer Service, as shown in Fig.4.5: 

 

 
Fig.4.5 

 

 The Digital Signer Service gets stopped. 

 

Note: 

1. While using the Digital Signer Service application if a token is plugged-out or not properly plugged-in before 

signing, then, occasionally user has to manually restart the Digital Signer Service. This issue is tokens specific, so to 

avoid this ensure that token is properly plugged-in before proceeding for Signing/Authentication/Registration 

process. For restarting the Digital Signer Service manually, refer Annexure II (TroubleshootingProblem 1). 

2. There are many providers for DSC tokens and sometimes issue(s) specific to DSC token hardware may come, for 

which the respective vendor may be approached. 

3. To import the certificate refer Annexure I (Add/ Import SSL certificate to the Browsers). 

4. Refer to Annexure IV for manually identifying the JAVA, OS and Digital Signer Service status details. 
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Add Token(s) in Digital Signer Service (Ubuntu OS): 
 

This feature allows the user to use a new token which is not listed in the application.  For this first, check whether 

the token is listed in this application or not. If it is listed then just register this token as default token by checking 

“register as default token” otherwise proceed to follow the steps to add a new token. 

 

Steps to add new token in Digital Signer Service are: 

 Open Digital Signer service app and click Add New Token ( ) button, as shown in Fig.4.6: 

 

 
Fig.4.6 

 

Note:  

Help:Click Seetings ( ) icon for “About and How to add token?” steps. 

 

 
Fig.4.7 

Home ( ): To go back to Home screen of Digital Signer Service  
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 Provide Token Name, Token Path and click Save ( ) button, as shown in Fig.4.8: 

 

 
Fig.4.8 

 

Note: 

1. Token Name & Token Path is mandatory. 

2. User can also copy & paste the Token path in the Digital Signer Service (Fig.4.8). 

3. The token name should be relevant like if a user is adding token of epass then the token name must include 

“epass” in its name e.g. epass-new, new-epass, etc. 

 

 Login window appears, enter the Token Pin number and click OK ( ) button as shown in Fig.4.9: 

 

 
Fig.4.9 
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 The certificate list appears, if valid certificate is displayed, click Confirm ( ) button, else click 

Reject ( ) button, as shown in Fig.4.10: 

 

 
Fig.4.10 

 

 Token details get added successfully, click OK ( ) button as shown in Fig.4.11: 

 

 
Fig.4.11 

 

Note: 

1. Similarly, user can add more new token(s). 

2. This is a one-time activity, so it is not required to add already existing or added token again while using the  

Signer Service. 
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Register Token in Digital Signer Service(Ubuntu OS): 
 

Steps to register the token with Digital Signer Service are: 

 

 Double click the desktop icon “Digital Signer Service 7.0.0”. 

 

 The digital Signer Service window appears, select token from the drop-down list, as shown in Fig.4.12: 

 

 
Fig.4.12 

 

 Token path for the selected token gets populated in the Token Path Field. 

 Select checkbox for setting the token as default token, as shown in Fig.4.13: 

 

 
Fig.4.13 
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 Confirmation window appears, click Yes ( ) button as shown in Fig.4.14: 

 
 

 
Fig.4.14 

 

Change language in Digital Signer Server 7.0.0 (Ubuntu OS) 

 To change the language, click Settings button as shown in Fig.4.15: 

 

 
Fig.4.15 

 

 Following window will appear as shown in Fig.4.16: 

 

 
Fig.4.16 
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 Select the language as shown in Fig.4.17: 

 

 
Fig.4.17 

 

 Click the Save ( ) button as shown in Fig.4.18: 

 

 
Fig.4.18 

 

 The Digital Signer Service will appear in the selected language as shown in Fig.4.19: 

 

 
Fig.4.19 


