
● Author, National Security Expert, Commonwealth UK’s Chevening Cyber Security Fellow, TEDx Speaker,Chief Cyber Evangelist, 

● Tech Mahindra

● Solved more than 550+ Cyber Crime cases and Investigated more than 300 Cyber Attacks.

● Trained more than 150000 Police Officers  world wide on Cyber crime investigation techniques.

● Radio Host of popular Cyber Crime show, RedFM ‘Hidden Files’, with almost 20million listeners in India on every weekend. 

● Author of three best sellers –  Return of the Trojan Horse, ‘Hidden Files’ and Atharva.

● IT and Cyber Advisor to Government of India and to 16 different state governments.

– Member of R&D Working Group of MEITY 

– Member of Police Technology Mission by MHA

– Member of Cyber Security Policy Draft Committee of UP.

– Member of BPRnD Content Development Committee 

● Security architect behind India’s  Cowin and Arogya Setu platforms with more than 500m concurrent users.

● Cyber Security Advisor to Banks, Insurance Companies, Hospitals and Critical Infra Sectors in India,

● Key resource person with Indian Investigation Agencies (NIA, CBI, BPRnD, STF etc.)

● Leading member of draft committee of Cyber Security Policies of various states. 
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 Empowerment through Cyber Security  
Decoding Cyber Criminals & New Age Attack Vectors

Amit Dubey



would love to change the world, 

but they won't give me the source 
code

I
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What is your digital DNA ?

http://browserspy.dk/

https://privacy.net/analyzer/

https://webkay.robinlinus.com/

Social Media Exploits

What every Browser knows about you?

http://browserspy.dk/
https://privacy.net/analyzer/
https://webkay.robinlinus.com/
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Risks

Privacy

Attack Vectors

Attack Surface

CEO-fraud Attacks



Digital Footprint 

We are the product of the data that has been fed to us since our birth



How do they profile you ?
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Attack Vectors
▪ SIM Cloning / eSIM

▪ Parallel Space/ WiFi Hack

▪ Data Privacy in my mobile phone.

▪ QR Code Hacks
 
▪ BEC

▪ AI – DDOS

▪ Whatsapp Hack
– Call Forwarding
– Voice mail
– QR Code
– Games
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How to check if you are hacked ?
▪ How to check if your gmail is hacked ? 

▪ How to check the authenticity of a web link ?   (viewdns.info) 

▪ Settings - Nobody could clone my Facebook   ? 

▪ How to check  If my whatsapp is hacked ?

▪ Settings – Nobody could hack my Whatsapp ? 

▪ 10 ways to steal OTP

▪ Where are my passwords on internet ?

▪ Google BackUp Codes 

▪ Recovering Deleted Content

▪ Instagram – Family Center
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What’s wrong with AR/VR Games? 





https://www.youtube.com/watch?v=JruKb-Zeze8

Synthesia



https://mubert.com/render
AI  Music Composer



https://www.nvidia.com/en-in/studio/canvas/
 AI Artist



Voice Clonning 
www.descript.com



Publishing � AI-generated articles 
are astounding.

� AI doesn’t get bored, 
tired or unmotivated.

� AI fits into the current 
publishing model.

� AI generated reviews 
of a book – whether it 
will be a hit or a miss

� Will a book be suitable 
for a web-series or a 
movie



How AI is transforming HR

� Resume screening. 
� Scheduling interviews
� AI chatbots
� Onboarding Process
� Training and 

Development
� Analytical Decision 

Making – Moods and 
all

� Business HR leaders



thispersondoesnotexist.com



� Reducing 
time-consuming 
research

� Automating 
creative work , 
including some 
writing

� Analyzing large 
portfolios and 
drawing insights 
from the content

� Predicting 
outcomes of a 
litigation



� Seamless 
identification of a 
person

� Imagine a world 
where you don’t 
have OTP, 
two-factor 
authentication

� No biometric, iris 
identification

� Your computer, 
your home 
recognizes you as 
unique

� Body language, 
style, authenticity



AI Applications
⚫ Robotic toys:



Moore’s law 



Singularity – Our future

� Are we ready to face it ? 
� Are we heading to end 

the human race
� Reaching the Singularity 

May be Humanity’s 
Greatest and Last 
Accomplishment

The Singularity Is Near 
But Kurzweil says one crucial step on the way to a potential 2045 singularity is 
the concept of immortality, possibly reached as soon as 2030.



Criminals Using AI 

• Malicious uses of artificial intelligence can range from AI-powered malware 
(wormGPT, FraudGPT) 
 
• AI-powered fake social media accounts farming, 

• Distributed denial-of-service attacks aided by AI, 

• Deep generative models to create fake data and 
 
• AI-supported password cracking,
 
• AI Simulated Behaviors and Scenarios
 
• AI Simulated Digital Footprint
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Thanks 
Twitter @CyberDubey

“Conversations  are happening 
whether you are there or not” 


