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Indian Cybersecurity Product Landscape

..An Emerging Next-gen Cybersecurity Product Hub



Evolution of Cyber Security

i
o
o

(Firewall etc.)
Web Filtering

Protection Stack

75 VPN Solutions

50

Security Operation

25

Security Culture &
Governance

cumulative

Network Security Appliances

NAC based Network Security
Role based access control
PKl and Digital Certificates

Most Funded Businesses

Network UTM
(SWG, Analytics etc.)

Enterprise Security Suites
Email Security & DLP Solutions

Network Intrusion Detection and Hardware Security Modules

Prevention (NIDS/NIPS)
Data Encryption

DNS Security

Antivirus Softwares
Endpoint UTMs

30
1995

Cumulative Investments in Cybersecurity ($B)

Computers, Internet &
Remote Servers

* indicative

$1B

2000

Enablers/ Tech Megatrends

High Data Volume and Velocity

Wireless Internet

Incident Detection & Response
Fraud Detection & ldentity
Protection

Payment Card Security

2005

Smartphones & BYOD
Cloud Adoption

Mabile Device Management
Application and Website Security
EDR Solutions

Cloud Workload Security

Cloud Based Endpoint Security

User Behavior Analytics (UBA)
IAM Solutions (MFA, PAM etc.)
SIEM Tools

Threat Intelligence

Cyber Forensics

Cyber Risk and ‘U’A/
Phishing Protection

2010

Smart Devices & loT

Al/ ML

Proliferation of SaaS

%

BLUME

Opportunities

Backup & Disaster Recovery$ 1 00 B Hardware Security

Industrial Security

/
Botnet Protection WAAP
Container Security /
WAF CASB SASE

Quantum Cryptography
loT Security
Cloud Application Security

Anti-Fraud Insider Threat

Al Powered Behavioural IAM
(UEBA/ CART,

Deception

Cloud Based Log Management

Cloud Based Risk & VA
Cyber Range

2015

Al Powered Automation

APl Economy

Microservices/Container

adoption

2020

Connected Devices Security
Machine to Machine
Communication Security

Al/ML Powered Automated
Application Security (RASP etc.)
Edge Compute Devices Security
Quantum Safe Encryption
Connected Fleets/ Ind. Robots
DL/ML based Endpoint/Insider
Microservices and API
Protection/ Security

Cloud Delivered Security Models
(SASE etc.)

Access Risk Intelligence
Blockchain based Digital IAM
Non-Human Attack Prevention
Threat/Anti-Breach Solutions

Advanced Cyber Range Solutions
Automated Compliance
Management Tools

Employee Awareness: Human
Firewall Solutions

2025

IloT || 5G

Blockchain
Quantum Computing
Edee Devices



Innovation In Cyber Security @SBI

A NASSCOM® Initiative

Traditional SoC’s augmented using next gen SOAR (Security Orchestration, Creation of new generation SoC’s, i.e. Fusion

solutions Automation and Response) Centers

g )
UEBA and ML capabilities Al/ML powered EDR and

used to establish MDB .deployment. for PredigS anaIytiFs
behavioral fingerprints for eff|C|e.nt ene o dep oy A
advanced risk calculation protecticnlaniiset new thieStESStRls
management J

Cloud application Container and Kubernetes
) : EDRM*

Discovery | Security )
( Moving towards security by design ; DevOps 4 N ( )

L to DevSecOps . Zero Trust

Change in security architecture and - Adoption of Network

thought process Ne\{ver approaches focuses on open SASE Architecture
architecture for peer-to-peer, scalable

systems that support edge analytics and \_ /AN 4

*Secure access service Edge
*Cloud Access Security Broker \_
*Enterprise Digital Rights Management

remote monitoring




India Emerging as a Cyber Security Global Hub

7 Digital india ; .
D Architectural Intervention

u=p - PP

Scale & Confidence

2)

AADHAAR

Policy Enablement

Industry & Innovation

& Technology Adoption

DigiLocker

DscCl

PROMOTING DATA PROTECTION

1.36 Billion

World’s most extensive unique
digital identity program

8 Billion
UPI Transactions in Jan 2023

900 Million

Internet User Base in 2023

S50 Billion

Domestic Tech Market

$90+ Billion

Ecommerce Market

250+ Billion
Indian IT Industry

~337.7 Million
Ayushman Bharat Health Accounts
in Mar ‘23

$21.3T 23.3% YoY
India digital payments

Indian Cyber Security Industry

$16 Billion
Cyber Security Industry

400,000+

Cybersecurity
Talent Pool

300+ cs product

Companies
[25x in 10 years]

300

Professors Engaged in
Cybersecurity Research

1570 GCCs+

Many moving security
services, engg., R&D in
India

Commercial Technology

Led Approach [Enterprise
Products & Services]

User/ Buyer Industry:
DSCI Membership

Capitalize Drivers:
Digitization | Real-Time Mgmt. |
Response &Recovery

Global Market for

Products: Middle East
[Currently]

Security Stack using
Indian Capabilities
[Army] [20+ products]

Armed Forces: IDEX

Challenge DISC9
[Navy, Army, & Airforce]

Focusing on Service
Export GCC Inward
Investment

A NASSCOM Initiative
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India Cyber Security Product Landscape

A NASSCOM® Initiative

300+ 20% Heat Map of Geographic Presence

Indian security product companies start-ups incorporated in 2 years

USD ~2 Bn ~54%

Cumulative Revenue in FY2021 filed patents { 38) Delhi/NCR

20% ~70%

Academic Collaboration companies are bootstrapped

18 years 41000+

Average experience of founders Total employee base ) Number of companies

~80% 74%

Cloud Ready Solutions Products leverage Al/ML

Bangalore ) LJ e

B |ndia

® North America

m Asia Pacific
1oT/OT Geographic
; Revenue

Split

Europe
Middle East
® South America

m Africa

1%
1% 7



Indian Cyber Security Product Industry — Scripting a Promising Story

Snapshot from 2020 to 2022

| 50% YoY add-on

75+ Start-ups : of Employees 2022
got added i
2020 Emerging  Start-ups  are 2020 Majority of the workforce is
focusing on solving next-gen involved in R&D & Product

& sophisticated Cyber-threats Development

Revenue

~USD 2 Bn

40+% Growth
Rate

Establishing a strong footprint
2020 on global fora and capturing

=2 =2
(LP S B I the international market @ S B I

- e s
PROMOTING DATA PROTECTION L EROMOTINGIDATS PROTECTION\ ,com In Itlatlve




Inception and Growth @SBI

A NASSCOM® Initiative

Cybersecurity Product Industry revenue,

(USD Bn)
CAGR 37.72 |
Z.4
Inception
Type 1.8
1.4
0.7
0.5
m Self-created m Accelerator ~ mOthers* . ' | I
m Spinoff of another Incubator
company 208 Z019 2020 202 Z022E 2023F
349,
30% °
O

s 15;1/’/
O-

Before 2005 2006-2010 20711-2015 2016-2020

c
o
=
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DSsCI

Indian Cyber Security Product Landscape

A NASSCOM® Initiative

/%

. B Pure-play W Cybersecurity Other technology
22% . = T
2804 Cybersecurity (Products + offering with
Product Services) Cybersecurity products

Deployment Product
Type IAM Type
R 84%
M Cloud/SaaS ¥ Hybrid M On-Premise Emerging Product Areas

M Software Hybrid B Hardware



Indian Cyber Security Product — Offerings and Tech Stack DSl

A NASSCOM® Initiative

Product Offering Segments Technology Stack Adoption

pata Security e—_—_ s 220 /M || D -

|dentity and Access Management IS 17%

£2%
Threat & Vulnerability Management I 167/

End Point Security G 14 %

icati ity I 11°
Application Security 1% Big Data _ 27%

Network Security IEEG_—EED 10%
Cloud Security 10% . - =
Operational Security 9%
Risk Management IS 5/
Cateway Security 8%
Forensics GG (0

Others 4%

Others Include: Hardware & SCADA Security and loT Security



Work From Home Offerings- Indian Security Startups

Device Passwordless
W
> Authentication Authentication

S0D Multi-Factor
/ Authentication

Granular Access "
Control — PKI

ldent ty, ‘ = Authentication

i
Authent

Mobile Identity
Management

\ Privilege Access Identity

Management — SSO s Management Data "

Classification

/

Data Leakage
Motoring

\

Deep & Dark
Web Monitoring

Digital
Identity

Data Leak
Prevention (DLP)

Blockchain defined

Perimetre(BDP) G =

Hypersecure

IP sec \

Device on
boarding
)
Browser
isolation

Software Defined Encryption ¥

Perimeter (SDP)

VDI: Virtual
Desktop Interface

[ Secure Re

Next Gen
Firewall

\ BYOD
ZTNA:Zero Trust
Management Network Access

S SD- WAN CASB:Cloud Access -

Security Broker

\ Message/Email 3 Encrypted — g SE::‘:Jar:lty ——

USB

Dark & Deep Web
Monitoring

Patch
Management

Security
1 Manag

Endpoint

Mana&ment

Vulnerability Breach Attack
Management mssigm= g lation

Mobile ...
Threat & Vul

Secure Data
Exchange

Information
Rights
Management

/

Secure File
Transfer

Self Healing

7

Crypto: Decentralised
Environment

Email Security| /

Secure PKI Cryptography

Layer

\\

Secure
Messaging

\ Key Routing :
(PKI1) mmm eSignature s

PROMOTING DATA PROTECTION

A NASSCOM® Initiative

Brand

Monitoring
Security

Assessment

Anti-malware

!

SIEM/ SOAR

/

Incident
Response

. Deception =

Anti Phishing e, Bracd

Protection

\
\

E2EE
Encryption

/

Encrypted
Storage

Cryptography /

Platform
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Cybersecurity Product Landscape @SBI

A NASSCOM® Initiative
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Cybersecurity Product Landscape @SBI
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Indian Privacy Technology Companies

DSsCI

PROMOTING DATA PROTECTION

A NASSCOM® Initiative

Truthshare

Privacy as a Service

O

ZIROH

ZIROH Labs
Encrypted Computing

& tyberange

Tactical Cyber Range

Multimodal Authentication System

ardent

Data privacy simplified and automated.

Ardent Privacy
Al based Data Minimization and
Data Security Platform

SoneDPO

OneDPO
Privacy Engineering & privacy in
big data environment

" Arrka

Arrka

Privacy management Platform

<
EDER

Eder Labs
Data Security & Privacy for
Al/ML Workloads

Klassify

Data Classification

1" Cyber Security and Privacy Solutions

DISECTO

Decentralized privacy-
preserving framework

EISA{D

Forensics Driven Cybersecurity

SISA

Data Discovery

~
SecurelyShare.

SecurelyShare
Separate critical data and
transactional data

stellar

Stellar
Data Recovery



Geographical and Sectoral Coverage

H |ndia

® North America

m Asia Pacific

Geographic
Revenue Europe
Split Middle East

® South America

m Africa

1%
1%

3%

Sectoral
Distribution

A NASSCOM® Initiative

W BFSI

T

M Covernment
Healthcare

MW Telecom

M Defence

Others



Overall Funding & Investing trends

DSsCI

PROMOTING DATA PROTECTION

A NASSCOM® Initiative

Funded Companies

Fund Houses
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Key Customers @ SCI

PROMOTING DATA PROTECTION
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About Industry Development Initiative @SBI

A NASSCOM® Initiative

Building the Cybersecurity Industry

KEY PILLARS

Domestic & Startup &

Global Market Use Case Product

Clearing House
Development & Ecosystem

by

2025 nn

$35bn 4 1,000

Centre of Skill

Development

Policy Advocacy Excellences
(CokEs)

Global Market for Products Security
Indian Cyber Security  Startups Professionals
Products & Services

Promoting ‘Brand India’ as a

Reseally Hub for Cybersecurity




DSCI

PROMOTING DATA PROTECTION

Atul Kumar

Lead — Government Initiatives & Global Trade
+91 8860123337
atul.kumar@dsci.in

Y DSCI_Connect in Data-Security-Council-of-India @ WWW.dSsci.in § dsci.connect dsci.connect u dscivideo



http://www.dsci.in/
https://www.linkedin.com/company/data-security-council-of-india/
https://www.youtube.com/user/dscivideo
https://www.facebook.com/dsci.connect/
https://twitter.com/DSCI_Connect
http://www.vvdntech.com/
http://www.dsci.in/
https://www.instagram.com/dsci.connect/
mailto:atul.kumar@dsci.in
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