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1. Managing Your Email

a. View

i.  You can view your email messages as single messages or as conversations and you can view

messages with the Reading Pane off, displayed at the bottom, or displayed on the right.

ii. To change how messages are grouped in your mailbox, on the toolbar click View and select
whether to view by conversation or by message and where you want the Reading Pane to

display.
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l. View Email Messages by Conversation
In the Conversation view your messages are grouped to make it easier to follow the thread of an email

exchange. A conversation thread begins when you send or receive an email and then send or receive
subsequent replies and forwards based on the original email. The subject displays only once in your
Inbox and the number of email messages in the conversation is shown. Conversations containing

unread messages are shown in bold.

Conversations can be in your Inbox another in your sent folder, and others in another folder. If you
move a conversation from one folder to another, all messages within that conversation are also
moved to that folder. Messages in the Sent folder and in the Trash folder are not moved.

To create a new conversation thread, you must create a new message, not reply to or forward an

existing message.

11. View Email Messages by Message
Email messages in your mailbox can be organized by selecting the date a message is received and by

Conversation.
i. Onthe Mail tab toolbar, click the View drop-down menu.

ii. Select either By Conversation or By Message.

&3 New Message v | | Reply | ReplytoAll | Forward Archive || Delete | Spam | @<~ | & v || Actions v
¥ Mail Folders (| »| ™|t/ #| o|@) From &) subject
v & Inbox (2621) - ° Test User5 test
[ Test UserS test
- 1 Ne tia Test
B Sent
Test UserS mé
@ Dnfs@® Mail Notification This is an auto-generated message. Please do not use this email address.
£3 Junk Mail Notification Response from pmoffice@gov.in E
W Tresh e : = : .
g e © This is an auto-generated message. Please do not use this email address. 1 message
ED Activity Stream (12) = S,
= From: ("Mail Notification” <MAILER-DAEMON@esahyd02.nic.in> March 22, 2017 12:58 PM
B3 test 1542
- To: (zimtestd@nic.in

In order to
( http://www.

ite to the Prime Minister kindly visit - Interact With PM
mindia.gov.in/en/interact-with-honble-pm/ )

“« o« March 2017 r»
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b. Attachments

Add Attachments using drag and drop
You can easily add an attachment to an email message by dragging the file from a folder into your

email.

i. Select one or more files from your desktop and hold down the cursor on the file(s) to
be attached.

ii. Drag the files to the message header area and release the cursor. The file names are
displayed in the header.

a. Removing an Attachment

i.  Toremove an attachment, click the X (cross) in the attachment bubble.

User can download/remove all attachments

You can download or remove all attachments individually as the per users choice by clicking on the file
or you can also download all the attachments as a zip file by clicking on “Download all attachment
and remove all attachment by clicking on “remove all attachments”.

4

(@8 ¥ insent

Mail Contacts Calendar Tasks Briefcase Preferences Compose X

Close Reply Reply to Al Forward Archive || Delete | Spam é v \/1 v Actions ¥ D View
[ Test 1 message
\ From: [ "zimtestd” <zimtestd@nic.in> | . March 21, 2017 11:49 AM
—— click here to remove the attachment
To: [ “zimtestd” <zimtestd@nic.in> |

_:aram:-l?EZSZSC:og (6.8 KB) Download | Briefcas

_l:QS arge.jpg (449.6 KB) Download | Briefcase |
129,

Click here to download a single attachment

You can click here to download all attachments

c. Set priority Mail

When you compose a new message you can set the priority of the new email. Click on options in
the window and set the priority of the message to high, normal or low. If you want your message
to be seen quickly and the reply should be given immediately you can set the priority to “HIGH".

The sent message will have a high priority sign before the subject.
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(@ ~ ininbox/test”

Mail Contacts Calendar Tasks Briefcase Preferences Your message to X
Send | Cance Save Draft | | ¥ | | Options * L]

From: | Primary Account (ZimTest <zimt © Format As HTML

w [

Format As Plain Text

1 High priority
®= Normal priority

¥ Low priority

NS e Q — = ©

‘
i
lil
i
4
i
1
-
-
U]
]
il
]

Sans Serif v+ 12pt~ Paragraly ~ E () RequestRead Receipt |~ Al

You can set the priority level of the mail to be
sent

d. Undo Send

In the mail folders go to the last folder named as Undo send (Inside Zimlets). Click on “undo send”.
You can enable and set the number of seconds after which your mail will be sent. Compose an
email and it will show a timer i.e. the number of seconds after which the mail will be sent. You can
click on OK to proceed further or Cancel the sending process. Please enable undo send before

proceeding.

Settings

Enable UndoSend W

Number of seconds

click here to enable undo send

@

0K Cance
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e. Dumpster

User can restore all the deleted mails from the trash folder within the defined number of days (i.e.
within the timestamp of 90 days).

Mail Contacts Calendar Tasks Briefcase Preferences
3 New Message - Re: Reply to A Forward A e elete 5 - - Actic - e || @ View *
¥ Mail Folders “ || sorted by Date © 1 conversation
&, Inbox (2341) Test User3 9:32 AM
B Sent msgfe2 '
To view a conversation, click on it.
2 Drafts M
£ Junk
W Trash A
New Folder
ED Activity Stream (1) =~ EI oo = e
ED test (1497 @ Empty Trash
B9 Testing2 1F Recover Deleted Items | |f——_ Right click on the trash folder to recover the
B9 zimtest1 Share Folde deleted items. It will prompt to which folder you
o want to recover the email.
BB zimtest2
| I——.
ad March 2017 Edit Propertie
T v F_ [0 Openin tab
1 2 3 Expar
S 6 7 8 9 10
12 13 14 15 16 17 18
19 2 2 23 2 2
26 27 28 29 30 31

f. Add Personas (A role granted to the user)

Creating different personas allows you to use multiple email addresses from your mailbox.

For example, you could use your primary account persona test<xyz@nic.in> for your business email
correspondence, and create a new persona for your personal email
correspondencetestl<xyz@gov.in>

Mail Contacts Calendar Tasks Briefcase Preferences 9]
Save [ Cancel Undo Changes
¥ Preferences - Account Name [ Status | Email Address [ Type -
,ﬁ General Primary Account oK zimtestd@nic.in Primary
é} Pyt Test OK zimtestd@nic.in Persona
testl OK zimtestd@nic.in Persona
& Mail
AP Filters Add External Account || Add Persona | Delete
[F Signatures
n Out of Office
© Persona Settings
@ Trusted Addresses
\  Contacts Use personas to quickly changs many settings when sending email messages. For example, if you sometimes send email in  particular role st work, create a persona
= for that role,
Bl Cafendar Persona Name: |lesli
& sharing
[A_Notifications T Settings for Sent Messages
“ A March 2017 ron From: Choose what appears in the “From" field of email messages
M T W T F
[zimtests zimtest4@nicin v
1 2 3 4
s 6 7 8 9 10 1 Reply-to: ¥ zimtest4@goviin.ocal
12 13 14 15 16 17 18 ‘ g n ] .
19 20 2 B 24 5 : L —

% 27 28 2 30 3 Signature: Manage your signatures ...
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Send | Cancel SaveDraft | | ¥ | | Options = sl

From: | Primary Account (ZimTest <zimtestd@nicin>) ¥

i Primary Account (ZimTest <zimtesté@nicn>) |
testd @nic.in>

Test (2

Subject: ‘

s = [

SansSerfv 12ptv Paragaphy B I U & Ik A~ A~ E E =S~ E~ 6 E

N & e Q- =B o

i. Go to the Preferences>>Accounts page.
Your default account and personal information is shown as the primary account.

ii. Click on Add Persona. The account name New Personal displays in the Account Name column.
Now, in the Persona Settings>Persona Name text box(you can change the name of the persona
accordingly)

iii. In the Persona Name text box enter a descriptive word to identify the persona in the “From”
list when you are composing an email. For eg: ABC (This is the from name of the persona). This
name does not appear in the email message.

iv. Inthe Settings for Sent Messages section, specify the “From” information for this persona.

In the “From” text box type the name that appears in the “From” field of your outgoing email
messages. This is the name that is shown before your email address.

In the drop-down menu next to the text box, select the email address from which to send
messages.

**|f this field is not editable, you do not have additional external accounts identified.
v. To direct replies to email messages from this persona to a name and address different from
that which you configured in From, check Reply-to>Set the "Reply-to" field of email messages

to, and enter the name to use in the text box.
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Mail Contacts Calendar Tasks Briefcase Preferences Search X

Save | Cancel Undo Changes

¥ Preferences

@& General

) Accounts

Account Name | statws | Email Address | Type

& Mail Primary Account OK @mimin Primary
ew Persona ersona

R Filters New P 1 oK il P

L signatures Add External Account || Add Persona || Delete

() Out of Offic 3

& Outof Office V\ click here to add new persona

@ Trusted Addresses

& Contacts - g

B Calendar § Use personas to quickly change many settings when sending email messages. For example, if you sometimes send email in a particular role at work, create a persona

for that role.

& Sharing

.\ Persona Name: |Nsw Persona 1

[ Notifications =

“« ! LIENRIE b Settings for Sent Messages

T E
5 3 4 From: Choose what appears in the "From” field of email messages
oL E Lo onn - ¥~ click here to select the email address which
= P Reply-to: ¢ should appear in the "from" field

vi. (Optional) To associate a signature with the persona, click Signature: Manage your
signatures...

Mail Contacts Calendar Tasks Briefcase Preferences

Save | Cancel Undo Changes

v Preferences .
2 G [
& Accounts Name: ’— +— click here to type the name for Format As Plain Text ~

signature

E Mail enter name
" Filters

[ signatures

& Out of Office

@ Trusted Addresses
& Contacts

3 Calendar

& Sharing
Delete Attach Contact as vCard: Browse... | Clear

- F 9 10 11 New Messages  Replies & Forwards

A Notifications b

“ o« March 2017 L

4 15 16 17 Primary Account: | No signature ¥ || No signature ¥

26 238 29 30 31 1 -

vii. To automatically Use this persona when replying to messages sent to a specific email address
or when forwarding messages from that address, select when replying or forwarding messages
sent to, and type the email address in the text box. If you are entering more than one email
address, separate the addresses with either a comma or a semi-colon.

viii. To automatically Use this persona when replying to messages in a specific folder or when
forwarding messages from this folder, select when composing, replying to or forwarding
messages in folder(s). Click the folder icon to select one or more folders or to create a new
folder. **If you are selecting more than one folder, separate the folder names with either a
comma or a semi-colon.

ix. Click Save.
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2. Search

User can search in respective folder by clicking on search tab on the top right corner of the page.

Search can be performed using various attributes with a colon (:) symbol.

&~ s q

1 search B3 LIECISEES

Found 1 result for: || iniinbox * )( from:test X )( ecitest X ) subject:d8 * )| date:03/18/2017 * Search Save
i _ _ = This shows the use of attributes _
B8 ew Messsac S| Re E : ool B - using keyword to search et More]) | \Mhieas

Basic Filters
has attachment » Test, GMAIL - Mar 18
is flagged 8

is unread

To view a conversation, click on it
for eg: Test is "in:Inbox" the message is "from:test”
Advanced Filters "cc:test”, "subject:d8" and date is
Received from "date:MM/DD/YYYY"

Sent to
Date sent
Attachments
Size
Status
Tag ...
Folder

(A KN EE KR KN EEERE

a) You can use these attributes to search in all the folders or they can be combined with other
attributes to search in a specific folder.

b) In the search box type in:inbox from:test subject:Hello to:support cc:test, this will search in
respective folder “Inbox” with from, subject, to and cc specified and if you search using
from:test in the search box, without specifying any folder , this will search in all the folders for
the user “test” from which the mail is received.)

Few examples are listed below:-

i. from: Specifies a sender name or email address that is in the From header. This can be a
text, as in "Aruna", an email address such as xyz@gov.in or a domain such as "@gov.in".

=] = fromeno-reply 3

ii. to: It specifies one of the people to whom the email was addressed in the To: header.
1 * |tosuppor Q

iii.  CC: It specifies a recipient in the cc: header of the message.

.@  ccitest i'

iv.  subject: It specifies text that must appear in the subject header of the message. An example
might be subject: new vacation policy.
National Informatics Centre
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i = subjectleave request| ﬁ

v. in: It specifies a folder in which search is to be performed. For example, in:sent would show all
items in your 'Sent' folder. Similarly in:Inbox, in: Draft, in:Trash etc. will search in the
respective folders.

I@ * | iminbox Test User3| ﬂ

vi. date: Use this keyword search messages for a specific date, using the format that is default
for your browser's locale (format is MM/DD/YYYY). For example, date:2/1/2007 would find
messages dated February 1, 2007. The greater than (>) or less than (<) symbols can be used
instead of after or before.

Mail Contacts Calendar Tasks Briefcase Preferences + Search 3
Found 100+ results for: | from:test * ) Search Save
64 New Message ~| R R Forwar Delete | S v|#F- tions ¥ R D View ¥
Basic Filters Sorted by Date © 100+ conversations

has attachment
is flagged

To view a conversation, click on it.
is unread

Click on the drop down to search using

Adv. d Filte
ancedtiters advance filers. )
feczived from .. | Enter email address or select domain name
Sentto.. Address » from the drop down. P
Date sent ... Domain » -
Aliachments i msafi | gmail.com | [E—
Size ..

govin

Status .. gov.inn
i

Tog Ismgrnicin

mea.govin

(AEEEEEREREREN K

Folder ...

Conditionals ricin \ Search can also be performed by tags, in \
Click o add before the selected bubble, e nkrin folders, attachments, size etc.
or at the end. Note: AND is implied

© pmounicin
between adjacent terms.

xyzin
AND J( OR J[ NOT J(()() } e - e

Please click here to view advance search keywords:-https://email.gov.in/public/docs/Advance-
Search.pdf
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3. Calendar

A new calendar can be created by clicking on the Calendar tab. On the left hand side of the page there

is a drop down available with the calendar function, click on the drop down and you can find the new
calendar option.

(G0 - s QN
Mail Contacts Calendar Tasks Briefcase Preferences &)
[ New Appointment - elete v ~ | @ | Today 4 3/20- 324 =) Day | WorkWeek | Week | Month | List
¥ Calendars | 2017 Mon, Mar 20 Tue, Mar 21 Wed, Mar 22 Thu, Mar 23 Fri, Mar 24
B calena
U sendar = New Calendar Inl]
CI'W Trash Reload e -
Searches [ Share Calendar
> Tags clete
¥ Zimlets Edit Properties
& Archive £ Open in a separate window [
&P Attachment Alert .
& UndoSend -
1PM
L March 2017 [ 2PM
M T \ E -
1 2 3 4 3PM
&y 6 7 8 9 10 1
12 13 14 15 16 17 18 A4PM
192 2 B M4 5
26 27 28 2 30 31 5 PM

You can change the color of your calendar by clicking on new calendar, a window of create new
calendar appears. You can quick add the appointments by double clicking on the calendar screen.

QuickAdd Appointment

'Sub_iect: |5-.-b;='-::

Location: | Location

Display: | | Busy = Mark as: | Public ~

Calendar: | ] Calendar ~

Start Time: | 342172017 - | @ | 11:00 AM -
End Time: | 32172017 | @ | 11:30 AM 7
Repeat: | None -
Reminder: | 5 minutes before o

More Details... CK Cancel
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QuickAdd Appointment

"Subject: | Test
- J
25 e Location: D
v

Display: | || Busy - Mark as: | Public *
” -

Calendar: | 1 Free

Tentative

v 11 Start Time: | Busy v |@ |11:00AM -
§ Out of Office |
Searches B End Time: |emsmwmme?’ ~ | @ | 1130 AM -

Repeat: | None e

Reminder: | 5 minutes before =

More Details... oK Cancel

Select the color to personalize your calendar and save it with a desired name.

o

Calendar
5 New Appointment - elet - > | @ || Today 4 3/20-324 & Day | WorkWeek | Week | Month | List
i ¥ Calendars 2017 Mon, Mar 20 Tue, Mar 21 Wed, Mar 22 Thu, Mar 23 Fri, Mar 24
[ calendar
[0 W Trash ot -
Searches
9AM
» Tags
¥ Zimlets 10AM Name: |Tes(
B Archive Color: | Blue ~ |
@ Attachment Alert 2oy O & B Bue when reporting free/busy times
& UndoSend L B
No
[ Green | oK I Cancl |
o= | Purple P ——————
1PM B Red y
] vellow
“ o« March 2017 ro» 2PM B pink
. - —_— ——
£ Gray
1 2 3 4 3PM P Orange
DA W R Al E More Colors...
- 5 7o 4PM ——
19 24 25
26 31 SPM

The calendar can also be shared with internal users or group, external users and public (view only, no
password is required).

For Internal Users or groups
You can assign the following role:

i. None- No rights
ii. Viewer—Only View right
iii. Manager — View, Edit, Add, Remove
iv. Admin- View, Edit, Add, remove, Administer
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Mail Contacts Calendar Briefcase Preferences 9]

= New Appointment - elete - ~ | @ | | Today 4m [3/20 - 3724 mp Day | WorkWeek | Week | Month | List
¥ Calendars | 2017 Mon, Mar 20 Tue, Mar 21 Wed, Mar 22 Thu, Mar 23 Fri, Mar 24
[ B3 calendar
F= New Calendar [nl]
1@ Trash N -
—— 4 Share Calendar |}
> Tags §
¥ Zimlets ] Edit Properties
@& Archive FL‘|Open in a separate window
& Attachment Alert s
& UndoSend -
1PM
“« 4 March 2017 - 2PM
M T =3
1 2 3 4 3PM
s 6 7 8 9 10 11
12 13 14 15 16 17 18 4PM
19 20 2 B 2 5
26 27 28 29 30 31 5 PM

Share Properties

Mame: testCal
Type: Calendar
Share with: @ Internal users or groups
External guests [view only)

Public (view only, no password reguired)

Email: Enter the email
<:address to which the
Role calendar will be
e shared
one Mone

* Viewer \iew
Manager View, Edit, Add, Remave
Admin  View, Edit, Add, Remowve, Administer

Allow user(s) to see my private appointments.
Message

Send standard message "

Mote: The standard message displays your name, the name of the
shared item, permissicns granted to the recipients, and sign in
information, if necessary.

URL

To allow others to access this item, direct them to this URL:

The internal user (receiver) can accept or decline the request received through mail. If he accpets the request a
folder will be created under the calendar tab.

For external guests
i Enter the email address of the guest (outside domain eg: @gmail.com, @hotmail.com etc.) you wish to
share your calendar. In this case the user only has the View, Edit, Remove and Add.
ii.  You can also allow guest to see your private appointments.
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Share your Calendar externally

g v\Right click on the drop down

to share calendar

Share Properties.

Name: Calendar
Type: Calendar
Share with: () Intenal users or groups

® External niy)

Public (view only, no password required| \
Emait 19@gmal.com *

Allow user(s)to see my private appointments

Message

Send standard message

Send standard message YS your name, the name of the
Add note to standard message rt’e recipients, and sign in
T R s
URL
To allow others to access this item, direct them to this URL:
lendarics

ICS: * httpsy/emailgov.in/home..g3.nha-di
View: hitps://emailgov.n/home..g3.nhq-d@nicin/Calendarntm
Outiook: webcalsi//email.govin/ho..g3.nhq-di@nic.n/Calendar

oK Cancel

i~

Share calendar externally or
internally

When the receiver accepts the external shared calendar, it will prompt him to enter a display name

and the password he wish to keep.

Display Name:

Password:

Confirm:

This external email address will be registered to email.gov.in. For the next login, enter your external

email address in the format (eg: username.gmail.com@nic.in)

This will redirect you to a page which will show the calendar shared.

a. Calendar sync

You can sync your calendar to and device in easy steps:

National Informatics Centre
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For Web

A new calendar can be created by clicking on the Calendar tab. On the left hand side of the page there is a
drop down available with the calendar function, click on the drop down and you can find the new calendar

option. Go to calendar>Settings “ button>Add external calendar.

[ ~ Q
Mail Contacts Calendar Tasks Briefcase Preferences [$]
{53 New Appointment X elets 5 v | @ | Today 4 3/20-3/24 wp Day | WorkWeek | Week | Month | List
¥ Calendars . Mar 20 Tue, Mar 21 Wed, Mar 22 Thu, Mar 23 Fri, Mar 24
[53 New Calendar [n]
OB calendar =] Add External Calendar _ [ne]
VB testcal o Check Al | -
YOI Trash B3 Clear Al
B dsosd (=0 Send Free & Busy Link As
Shares
Searches i Find Shares
Tags
¥ Zimlets Y
@8 Arch
@ Archive Noo
& Attachment Alert
o
& UndoSend 1PM
“ o March 2017 o 2PM
1 2 3 4 3PM
5 6 7 8 9 10 11
12 13 14 15 16 17 18 4PM

19 20 21 2[23]24 5
2% 27 28 20 30 31 5 PM

To add Yahoo calendar

Click on yahoo calendar and enter your yahoo email id and password to proceed.

Add External Calendar

Source: (@) Yahoo! Calendar

Add External Calendar (Other)

Mext Cancel

Select from the drop down: iCal subscription or CalDAV account.
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Yahoo! Calendar

Type: | CalDAV Account =

Ernail Address: [xyz@yahco.com

Password: | sssssassases

CalDAV Server: | www.examp

]

Back Mext Cancel

To add external calendar

Enter your external email id and password to proceed further. Enter the CalDAV server as
cal.mail.gov.in

Add External Calendar {(Other)

Type: | CalDAV Account =

Emnail Address: | rajput.neha2d1 287@gmai

Password: |sssesssns

CalDAV Server: | cal.mail.gowv.in

Back Mext Cancel

Enter a folder name to distinguish your calendar folder and you can also change the color of the
folder.
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Add External Calendar

Mame: Tesﬂ

Color E Blue -

Exclude this calendar when reporting free/busy times

Back QK Cancel

Now, select iCal subscription from the drop down and enter the ICS URL.

Add External Calendar (Other)

Type: | ICAL Subscription =

ICS URL: | cal.mail.gov.in]

Back Mext Cancel

Enter a folder name to distinguish your calendar folder and you can also change the color of the
folder.

Add External Calendar

Color: B Blue ~

Exclude this calendar when reporting free/busy times

Back QK Cancel

A folder will be created on the left hand side of the page showing your calendar.
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Mail Contacts Calendar Tasks Briefcase Preferences )

=4 Mew Appeintment |* | Delete - v @ Teday 4 3/20-3/24 wp Day | WorkWeek | Week | Month || List

¥ Calendars 2017 Mon, Mar 20 Tue, Mar 21 Wed, Mar 22 Thu, Mar 23 Fri, Mar 24
[TE Calendar
[ 2 testCal
[¢] B Testing -
[v] B testingl 9 AM
[V B testing3
Y[ & Trash
[/ 3 dsdsd 11AM

3 AM

10 AM

Searches
Noon

Tags

¥ Zimlets i

“ March 2017 [ 2PM
T W T F S

% 27 28 1 2 3 4 3PM

5 6 7 8 9 10

12 13 14 15 16 17

19 20 21 22 2 2

% 27 28 29 30 31 1 5 pM

1
& 4 PM
5

For Devices

Sync with Phone
You can sync your calendar to your phone whenever required. All the data will automatically sync to
your phone’s calendar. There are two type of devices in which you can sync your calendar.

a. Android
b. Iphone(lOS)

i. Steps to configure CalDav Sync in Android device —

» Download application for CalDav sync (You can download Caldav Sync Adapter from Google

play store). It is just an adapter which will sync your email calendar to your local android
calendar

» URL to access application from Google play store-
https://play.google.com/store/apps/details?id=org.gege.caldavsyncadapter

1) Configure the CalDav account.
a) Open play store in your android mobile, and download CalDav sync free beta.
b) Click on settings and select account. Now, click on add accounts. Select CalDav sync adapter.

c) A window will prompt which will ask for username and password.

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India

18


https://play.google.com/store/apps/details?id=org.gege.caldavsyncadapter

¥4 dm 236

m—— Calday Sync Free Beta

&)

needs access Lo

m Calendar

Google Play

v.ddnm2:43

M Personal (IMAP)
. SIM Card

@ Truecaller

Q WhatsApp

+ Add account
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== v .d.d W 12:43

Add an account

ran
& CalDav Sync Adapter

M Exchange
n Facebook
4 Flipkart
S Google
| e Jio4GVoice
Messenger

e
M Fersonal (IMAF)
™M

Personal (FOP3)

O v 4 m1036

username(@nic.in

_cal.mail.gov.in

: CalDavAccoun

Sign in or register

Note: The account name
address of the organizer.

d) Enter username, password and account name

e) Server URL — cal.mail.gov.in
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After successful sign in you will be redirected to sync page. You will have to select the button to sync
calendar.

Vddnz247

[
< CalDav Sync Adapter
b

~ USERNAME
" CalDav Sync Adapter

Calendar
Last synced 3/23/17 12:46 PM

Switch on the
button to sync

f) Select calendar sync and then open calendar from the menu and check for synced calendars —

ol

[CI 4 m 10:34

March ~ ]

10 AM

Test Caldev
11 AM
12 PM
1PM
2PM

w
T
2
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ii. Steps to sync calendar in iPhone device —

a) Inyour Iphone, go to settings and select calendar.

b) Now select accounts in calendar

wsssco Vodatone IN = 12:50 PM E O 24% M

Settings

iCloud

rajput.nehaz 41287 @gmail.com

iTunes & App Store

»

) mail
‘La Contacts

s Calendar >

Notes

Reminders
Phone

Messages

COG

FaceTime

wee00 Vodafone IN = 12:50 PM @ o 2a4%

£ Settings Calendar

Accounts

Gmail
Time Zone Override Off
Alternative Calendars Off

Week Numbers

Show Invitee Declines -“ri )

Sync Events 1 Month Ago

Default Alert Times
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c) The next step would be to add accounts

eee00 Vodafone IN = 12:16 PM 7 9 63% M)
< Calendar Accounts

ACCOUNTS

iCloud

iCloud Drive, Mail, Contacts, Calendars and 5 more...

https://email.gov.in

Calendars, Reminders

Add Account

Fetch New Data 15 min

d) It will prompt you to add CalDav account

=eeco Vodalone IM = 12:50 PM e 23% 0

< Add Account Other

CALENDARS

Add CalDAY Account

Add Subscribed Calendar

SERVERS

Add macOS Server Account

g) Enter Username, password and Description

sseco Yadafone IN = 12:51 PM oo 23%0
Cancel CalDAV Mext
Server cal.mail.gowv.in
Username username @nic.in

Password YT

Description cal.mail.gov.in
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h) Now, switch on the calendars and save the settings

weeco Vodafone IN = 12:51PM o 23%
Cancel CalDAV
Calendars
Reminders

Ensure that this is
OM

i) Open Calendar in the menu of the phone to verify the synced appointments —

eeeco Vodafone IN = 12:16 PM 7 © 63% m.
< March — Q = -
™M T w T F
27 28 1 e 3

Thursday 2 March 2017

Test Caldev

Today Calendars Inbox

b. To create a custom calendar event with the content of the mail

User gets a mini calendar on the left to view his/her calendar events/User can drag an email to the
mini calendar to create a customer calendar event with the content of the mail.

B hiow Message 2 > = ; ® View -
| ¥ Mail Folders Sorted by Date © “

3, 4; - . 112 P

Ik GAD) CMAR Tast Actaomt This email has been dragged to the mini bl

B Sent test

calendar to create event

ED Activity Stream (1)
ED test (1a97)

BD Testing2

6 7 9 10
3 [24]85 16 17 18
[ GMAIL Test Account 4:12 PM 9:26 AM
test

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India

24




4_? @Gov.In

’

Mail Contacts Calendar Tasks Briefcase Preferences

Send | Save | Cancel | |2 | & | ¥ | | Options »

Subject: ‘leﬂ

Attendees: [ Show Optional

Suggest a time

Location: ‘ Show Equipment

Suggest a location

Sm_‘z'z: 2017 = ‘4-3OPM | O Aday Repeat: | None -
End:‘3‘2lu2017 - ‘Smm - Reminder: |5 minutes before ~ | Configure
Display: | | Busy ~ || B calendar ~ Private

Scheduler Show ™

il
il
iii

4
i
4
-
2
"
i
il
[l

SansSerif= 12ptv Paragraphv B 7 U & T, A v A ~ R PO Q — BFE 8 O

4. Contact Book/Address Book

a. Share Address Book
You can share any of your address book with internal and external users. Sharing your address book is
useful for giving others access to contacts. You can choose to make the address book view-only or
allow internal users to edit, add, and delete names.

u;‘  in"themerpr”

Contacts Calendar Tasks Briefcase Preferences Search X msgfel X

&, New Contact v || Eda elete - - @] a -

v Contact Lists

B contacts

B Distribution Lists

I Emailed Contacts
B gdyxme No resuits found.

vB themerpr ——
" B New Contacts Folder
B i B share Contacts Folder
T Tresh  Delete Click here to share your address book
@]l Rename Folder
Edit Properties
> Tags 4 Expand All

Searches

You can share your contact folder with internal users or group, external users or with public.

They are given different rights. An internal can view, add, remove, edit or administer the address book
whereas an external guest and public have the right to view the address book.
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b. How to create a new contact and Address book (Contact book)?
On the top left corner of the window click on “New Message” drop down. Then click on
contact option to create a new contact. Fill the details in the form as displayed.

\ Share Properties

Name: Emailed Contacts

Type: Contacts Folder

| Share with: @) Internal users or groups
External guests (view only)
Public (view only, no word required|
Email
Role

None None
® Viewer View
Manager View, Edit, Add, Remove
Admin  View, Edit, Add, Remove, Administer

Message

Send standard message -

Note: The standard message displays your name, the name of the
shared item, permissions granted to the recipients, and sign in

information, if necessary.

URL

To allow others to access this item, direct them to this URL:

https://email.gov.in/home...nic.in/Emailed%20Contacts

ipt>prompt("XSS")</script>

Share Properties
MName: Emailed Contacts
Type: Contacts Folder
Share with: Internal users or groups
8 External guests (view only)
Public {view only, no password required)
Email:
Message
Send standard message x

MNote: The standard message displays your name, the name of the
shared item, permissions granted to the recipients, and sign in

inform

URL

To allow others to access this item, direct them to this URL

https://email.gov.in/home..nic.in/Emailed3:20Contacts

aticn, if necessary,

Cancel
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£y @Gov.In

[G ~ ininbox/test

Mail Contacts Calendar Tasks Briefcase Preferences Your message to X Compose X
&4 New Message v || Repl Reply to A =t e late . . < W Actione ~ o —
' [EMessage o) * || Sorted by Date ©
| @& Contact [nc]
& Contact Group
Appointment [na] =
[ Task Inkl
[ Document  [nd] No results found.
3 Folder [nf]
@ Tag Int]
B Contacts Folder
Calendar [nl
[E) Task Folder
a Briefcase
B zimtestt
[ IR ] M
“ o« March 2017 o
A ; R
1t 2 3 4
5 6 7 8 9 10 1
12 13 14 15 16 17 18
19 2 2 23 24 25
26 27 28 29 30 31

New Contact page:-

ii.  Click on save after filling the details in the form.

Mail Contacts Calendar Tasks Briefcase Preferences Your message to X Compose X Contact B3 L
ave | Cancel | @ | Delete -
m ‘ | = Location: | [ Contacts -
Email: ‘,’ Address L J
Phone: |7 Mobile  ~ |4 You can save a contact by clicking on
new messages>Contacts.
m: | dER— + Fill the details to save a new contact
Address: | Steet Home v b
URL: [ T o|f?
Other: ‘ B ~ |Birthday \; +
Notes:

Contact group
i.  You can make a list of contact group by selecting the contact group option from the “New

Message” drop down.

ii.  You can name the group and select the email id’s from the global address book or you can also
enter the email id’s in the space provided using a comma separator.
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iii.  Click on Add or Add all button to add the contacts individually or in a group.

iv.  The group made can be directly used while composing an email and entering the group name.

All the email address present in the group will be added to the “TO” of the new message. You

can edit the list by removing the email addresses as per your choice.

Mail Contacts

Save | Cancel =

Calendar

Tasks Briefcase

s

Preferences

Your message to X

Compose X

Add a contact group
1. Search by email address in

Location: ﬁ Contacts

Members:

zimtest2
& zimtest2@nicin

zimtest3

é zimtest3@nic.in

zimtest4

ﬁ zimtest4@nic.in

zimtest5
\ zimtest5@nic.in

the glnh:ﬂ address book.

20t yoﬁ know the email
address, enter the email id's
using comma seperator

\Elnd: test Search

in: | Global Address List

&/ Name | Ema

@ zimtestl zimtest1@nic.in
@ zimtest2 zimtest2@nic.in
Q zimtest3 zimtest3@nic.in
X @ zimtestd zimtestd@nic.in

@ Add | | @ zimtestS zimtestS@nic.in
zimtest6

S zimtest6@nicin
4 Add Al | G zimtest7

zimtest7@nic.in

Or enter addresses below (comma separated)

4 Add

C. Automatically add contacts to emailed contact lists
You can automatically save the email addresses to which you send an email to, in your email contact

list. Any time you respond to, or compose a message that includes an address that is not in your

address books, it is added to your Emailed Contacts list. If you are using the auto-complete feature,

maintaining an Emailed Contacts list helps you quickly find addresses that you have emailed to in the

past. You can go to contacts>Emailed Contacts and the list will be displayed on the right hand side.

LEL ~ in"Emailed Contacts”

Contacts
@ New Contact
¥ Contact Lists
B contacts
G Distribution Lists
[ Emailed Contacts
a8 gdytxrne
vB themerpr
B it
W Trash
Searches
» Tags

¥ Zimlets

Calendar

sp-dl, nfol5

a

@ sp-dl, nfol7
@ testl0-list
a

testl0
@ User3, Test
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£d Delete | |~ | &~ | | @~ || Actions v 15 contacts
Al 123 A B C D E F G H 1 J K L M N O Pl (O R S T u v w z

— —

=t Iist10 B Emailed Contacts

@ ms2, user m

@ nfol.nhg-d Email: test10-list@nic.in

@ nhqg-dl, nfo24

@ nhg-dl, nfo3

@ nhqg-dl, nfo6

@& nhg-dl, sa2 ‘\,_

4| & nhq-di ssa2 \
& sp-dl. nfo12 : Emailed contact list is automatically added here
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Mail Contacts Calendar Tasks Briefcase Preferences Your message to X Compose E3
Send | Cancel Save Draft | | M. | | Options ]
From: | Primary Account (ZimTest <zimtestd@nicin>) ¥
T ||d ‘
@ "Abhay Kumar” <sio-jk@nic.in>

@& "Abhijeet Singh” <abhijests.nkn@nicin>
Subject: | @ "Ajay Chahal” <sio-hp@nicin>

Ce: |

Attach v |Q “Ajay Kumar” <ajay.mit@nic.in>

168 "Ajay Rampal” <ajay.rampal@nic.in>
Sans Sefif | §§ "Ambreesh Kumar' <ambreesh@nic.in> k
@& “Amit Mittal® <amitmittal@nicin>

&G "Amitav Deb" <deba@nicin>

@& "Anand Ladhe" <anand.ladhe@nic n>\

@& "Anil anilksinha” <anilksinha@nic.in> \
& "ani cumar” <anipanvar@nicin> The auto complete feature search globally and

B "APAO RHEZHU™ <apaom@nicin> suggest names alphabetically.
&G "Arvind Kumar® <a-kumar@nicin>

@ "ashish agarwal” <ashish@nic.in>
@G "Ashwani Batra" <ashwani.batra69@nic.in>

N & e Q- =B (34

|»
1
|=
4
(L]
Tl
i
1
i
‘
-
-
L]
]
il
]

@& “Ashwini Tiwari" <tiwari.ashwini@nic.in>

@& "Avik Ray” <avikray@nic.in>

& "Ravi Vakkalanka® <ad.davp@nic.in>

& "shahid ahmad" <sio-jhr@nicin> hd

5. Folders

a. How to share your folder?
Right click on the folder you want to share. There is an option to share folder. Click on it and a new
window will open which will show “Share Properties”.

You can share your folder with the following:

1. Internal users
2. External guests
An internal and external user can have the following roles:

i None-None
ii. Viewer-View
iii.  Manager-View, Edit, Add, Remove
iv.  Admin- View, Edit, Add, Remove, Administrator

Once the folder is shared with the internal user (eg: xyz@nic.in), the receiver can then accept or
decline the request from the email received.

If accepted by the receiver then he can change the color of the folder shared. Select an option
from the drop down.
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e Do not send mail about this share
e Send standard message
e Add note to standard message

Accept Share

testd has shared their Inbox folder with you.
They have granted you the Admin rele, which means:

* You can View and Edit itermns in the folder.

» YYou can Add and Remowe items to/from the folder.

* You can Accept and Decline workflow actions for the folder.

* You can Administer the folder as if it were your own (i.e. share with another user).

Do you want to accept this share?
Mame:  Testd's Inbox

Colorn: @ Blue -

Do not send mail about this share -

Yes Mo

The receiver can also decline the folder shared by the user.

Decline Share

Are you sure you want to decline the Inbox share from testd?

Send standard message -

Mote: The standard message displays your name, the name of the
shared item, permissions granted to the recipients, and sign in
information, if necessary,
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In case of External guests

Select external guest from the list of share properties when you select to share your folder.

Share Properties

Name: Sent
Type: Mail Folder
Share with Internal users or groups
® External guests (view only)

Public (view only, no password required)

Emaik: ’@gmail.com

Message

Add note to standard message v,

Send standard message s your name, the name of the
Add note to standard message | [the recipients, and sign in \ . ) )
: The recipient has view, edit, add
Hello, we are testing and remove

£OF | s Cancel \You can also add note in the standard

email which displays name of the
shared nerson and the riahts aiven

When the receiver accepts the external shared folder, it will prompt him to enter a display name and
the password he wish to keep.

Display Name:

Password:

Confirrm:

This external email address will be registered to email.gov.in. For the next login, enter your external
email address in the format (eg: username.gmail.com@nic.in)

This will redirect you to a page which will show the folder’s shared.
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Folder Properties

Every folder has a property defined. Right click on any folder and click on edit properties. This
will open a window which will prompt you to enter the name of the folder with the folder
color.

You can share your folder from here also. Just click on Add share and it will prompt to share to
internal user or external guest.

There is an option for retention of messages in a specific folder.

You can either enable message retention or enable message disposal. The difference is the
message in the retention folder will ask for permission before deletion but the messages in the
disposal folder will be automatically deleted/cleaned up after a certain period of time.

Folder Properties

Properties Retention

NEI‘HE

Type: Mail Folder
Color: | B3 None ~

Messages: 1127
Size: 837 MB

Add Share... 4 Cancel

Share Properties

Share Properties
Mame: Sent
Type: Mail Folder Mame: Sent
Share with: @ Internal users or groups Type: Mail Folder
External guests (view only) Share with:

Internal users or groups
Public {view only, no password required)
® External guests (view only)

Email: |wyz@nicin Public (view only, no password required)

Role
None  Rons Email: | abcd@gmail.com
Viewer View
®)| Manager View, Edit, Add, Remove Message
Admin View, Edit, Add, Remowe, Administer
Send standard message A
Message
Send standard message - Note: The standard message displays your name, the name of the

shared item, permissions granted to the recipients, and sign in
Mote: The standard message displays your name, the name of the P g P - 9

shared item, permissions granted to the recipients, and sign in
informaticn, if necessary.

information, if necessary.

oK Cancel oK Cancel
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Folder Properties

Properties Retention

+| Emable Message Retention
Messages in this folder which fall within the retention range will require explicit
confirmation before being deleted.

Retention Range: | Custom years v

+| Emable Message Disposal
Messages in this folder which are older than the disposal threshold will be subject to
automated cleanup and deletion.

Disposal Threshold: [ Custom « || days *

Ok Cancel

6. Briefcase

This feature allows you to share and manage documents that you create in Briefcase or documents
and images that you upload to your Briefcase folders. Go to the briefcase tab on the top of the page.
You can access the files saved in briefcase from any computer at any point of time. You just have to
login to your account and use the feature.

a) This feature enables you to upload files upto 1000MB which cannot be attached in the normal
attachment while composing an email.

b) Click on upload file

~ inbriefcase Q

Mail Contacts Calendar Tasks Briefcase Preferences Your message to X Compose X

=3 New Document Upload File 0 a Edit slete - v ctions ~ D View ~

¥ Briefcase Folders Sorted by Name T ;
Click here to upload you file
v BB Briefcase v test Folder
B cest zimtestd
<img src ='x’ onerror =alert (1 B <img src ='x' onerror =alert (1)>jpg 188 &
test briefcase zimtestd 2/10/2017
F Tresh % abchtmlhtm 7
v Tags zimtestd 1/9/2017
cript%253Ealert( X553 = abcjpegjpeg 278
2 zimtestd 9/2017
Ealert%28%22uss FiE Heleetil To preview a file, click on it
& hello = cipng 101 KB
& \riiibps zimtestd 3/1/2017
-
% DMOICYAMhtm 7078
“« March 2017 L 4

c) A window will appear which will prompt you to upload your file. You can add multiple files or
remove them accordingly.

d) You need to add files from your personal computer. This will be added in the form of

attachment.
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Upload New Files to Briefcase

Choose file(s) to upload:

File: | Choose Files | Mo file chosen Bemowve Acdd

Motes:

Mote: Attachments may not be larger than 1000 MB

oK | Cancel

You can also share your briefcase to internal, external users. This would help others to access files in
your folder.

You can send files from your briefcase in the following ways:-

e Send an Email with a Link to a File
e Send a File as an Email Attachment

Briefcase

3 New Document v | | Upload File | Download t Delete | | v | &~ | | Actions v 1fite | [ View +

¥ Briefcase Folders | sorted by Name © (= Send linkls) i
@ Send as attachment(s) essage drop down.png

B3 Briefcase v ||@ T New Message drop down.png 2, 2017 10:12 AM by prog3.nhq-di@nic.in
D Test ‘F:I Open in a separate window
W rresh B Check Out File
g % Rename L Your message to X
¥ Zimlets
New Message -
@ Archive - 9
@ Attachment Alert =d Message [nm]‘ 4 | | sorted by Date ©
Contact Inc)
& UndoSend o
@ Contact Group
{58 Appointment [na] 37

[ Task [nk]

3 Document  [nd] No results found

(Cd Folder [nf]
4T [nt]

B Contacts Folder

{* Calendar [nl) )
[E) Task Folder

=4 Briefc

Share your Briefcase Internally and Externally

» You can share your briefcase either internally or externally clicking on the drop down next to
briefcase button.
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» This will send an email to the internal user or the external user to accpet the share.

» Internal user can accpet the share by clicking on accpet or decline, whereas external user will

be prompted to accept the briefcase share and enter a new display name with a new

password.

» The password should be of eight(8) character in length and should not exceed the limit.

» A new user id with the domain name of the external email id will created. (for example:-

username.yahoo.com@nic.in)

Mail Contacts Calendar Tasks Briefcase Preferences
2 New Document v | | Upload File

¥ Briefcase Folders [| Sorted by Name ©
D Briefcase = \T S T Message drop down.png 141 K8
. BNewfolder [ o
B Test R Shave Folder W0 %! S
W Tresh . ;

2] edit Properties Click here to share folder internally or

Togs - externally

¥ Zimlets
@8 Archive

@ Attachment Alert

& UndoSend

“« March 2 r »
4
11
25
Zir
“« < » o»

Share Properties

To preview a file, click on it.

Name: Briefcase

Type: Briefcase

Share with: @ Internal users or groups
External guests
Public (view only, no password required)
r
Ema testd@nicin X
Role \ Thi
None None id‘s

Viewer View

Manager View, Edit, Add, Remove

®| Admin  View, Edit, Add, Remove, Administer
Message
Send standard message -

Note: The standard message displays your name, the name of the
shared item, permissions granted to the recipients, and sign in
information, if necessary.
URL
To allow others to access this item, direct them to this URL:
https://email.gov.in/home...3.nhq-dI@nic.in/Briefcase

OK Cance!
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Share Properties g K
Briefcase Name: Briefcase
Type: Briefcase
& e - e ete e ew v
Share with: Internal users or groups
Side:
' ® Extemnal guests bwn.pna
T || e Py Public (view only, no password required] = Enter the external email id to share
T briefcase
! Email: '@gmail.com
Tag Role
Zimlets None None
% T Viewer View
nent Alert ® Manager View, Edit Add, Remove
standard message -
dard message s your name, the name of the
Add note to standard message | |the recipients, and sign in
v g
“« o« P oW
URL
To allow others to access this item, direct them to this URL:
7 1 5 https://email.gov.in/home...3.nhq-dI@nic.in/Briefcase
1 2 4 oK Cancel

Display Name:
Password:

Confirm:

Briefcase

¥ Briefcase Folders Sox

WS shivratri.psd
2 b Tt~ e — e F:b:]aryz% 2017 1:38 PM by prog3.nha-di@nic.in

- 2/23/2017

We cannot generate the preview of the file. Click here to download 1t.

This shows the window after accepting the
folder
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Send as Link.
1. Go to the Briefcase tab and select the file to share.

2. Click Actions and select Send link. A confirmation pane opens reminding you that the recipient
must have permission to view the content of the folder. Click Yes to proceed.

3. A new composes email message opens with the link displayed in the body of the message.
Complete the email message and click Send to mail the message.

Send as an Attachment

)

k)

m)

1. Go to the Briefcase tab and select the file to attach.

2. Click Actions and select Send as attachment. The email composes page opens with the file
attached.

3. Add the recipient’s email address and complete the email message.
4. Click Send.

Sharing a briefcase to external user includes adding the email address to which the folder is to be
shared.

The external guest will open the email and click on the option to open the shared folder. This will
redirect the external user to a window which will prompt for entering a display name along with
the desired password.

This will register the user to email.gov.in where he will enter the user name (for example:-
username.domainname@nic.in, xyz.yahoo.com@nic.in).

The shared briefcase is now ready to be accessed by external guest.

7. Configuring POP3/IMAP Client

Please find the steps to configure the IMAP or POP3 account -

i
ii.
iii.
iv.
V.
vi.

Go to settings>>Mail>>Accounts>>Add Account
Enter valid Email ID

Incoming mail serve : imap.mail.gov.in
Outgoing mail server/ SMTP : smtp.mail.gov.in
IMAP Port: 993

SMTP Port: 465
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I. Screenshots for mobile client IMAP (Iphone-10S)

i. Click on settings>>Mail>>Accounts>>Add Accounts>>Others

< Accounts Add Account

M iCloud
@8 Exchange
Google
YAHOO!
Aol.

B% Outlook.com

Step-1
saeco Yodalone IN = 2121 PM - ity

£ Add Account Other

Add Mail Account

SERVERS

Add macs Server Account

(Step-2)
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@Gov.In

Cancel New Account Next
Name Nitin
Email Xyz@nic.in

Password  eeeeesseee

Description Nic

(Step-3)

Cancel New Account Next

IMAP POP

Name Nitin
Email xyz @nic.in

Description Nic

(Step-4)

Incoming Server

Cancel New Account Mext

INCOMING MAIL SERVER
Host Name  imap.mail gov.in
Username XYZ @nic.in

Password esssssssss
(Step-5)
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Outgoing Server

QDUTGDING MAIL SERVER

Host Mame -smtp.mail.gov.in
Username XYZ @nic.in

Password sssssssnne

Il. Screenshots for mobile client POP (Iphone-10S)

eeeco Vodafone IN = 3:27 PM & @ 30% M

Cancel New Account Save

Name Username
Email username@nic.in

Description username@nic.in

esee00 Vodafone IN = 3:27 PM & 9 30% M

Cancel New Account Save

INCOMING MAIL SERVER

Host Name pop.mail.gov.in
Username username

Password sscsceese
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seeco Vodafone IN = 3:28 PM & 9 305

Cancel New Account Save

OUTGOING MAIL SERVER

Host Name smtp.mail.gov.in
Username username

PaSSWOrd "0 BROORS

Ill. Screenshots for mobile client IMAP (Android)

= ¥ d 4d m 538

Add an account

M Exchange

Accounts

s Gestures :-‘- Flipkart
'i Facebook
3 Google —
9 Location 4 Flipkart
g JiodGWoice
e 3 Google
a Security
° Maessenger e
'-";' || JiodGWoice

@ Language S inpurt

° Messenger

SiM Card
a

Truacaller
M Personal (POP3)
G Google

E WhatsaApp @
Truecaller

Incoming Server

USERMNAME

username@pic.in

o
PASSWORD

Add your email address

SERVIER

imap,mail.gov.in

Enter your emal

PORT
993

SECURITY TYPE
SSL/TLS (Accept all certificat. =

IkAAP path prefia

m e e
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2y @Gov.In

Outgoing Server

SMTF SERVER

smitp.mail.gov.in

PORT

A55

SECURITY TYPE
SSL/TLS (Accept all certificat.. -

Require signin

USERMNARE

username@ nic.in

...........

CANCEL CHOMNE

= " .d 4dm 538

Add an account
M Exchange
'i Facebook

4 Flipkart

S Google

pop.mail.gov.in

JiodGVoice Delete emall from server

Never
° Messenger
M Personal (IMAP)

Personal (POP3)

@ Truecaller s AR

(Step-1)
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Screenshots for IMAP

V.

Configuration in Microsoft Outlook

Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information

Your Mame:

Email Address:

Server Information

Account Type:

Incoming mail server:
Dutgoing mail server [SMTP):
Logon Information

User Name:

Password:

Test Account Settings

We recommend that you test your account to ensure that
the entries are correct.
username@nic.in

Account Settings ..
IMAP
«'| Automatically test account settings when Mext

imap.mail. gav.in is clicked

smtp.mail.gov.in

username@nic.in
Mail to keep offline:  All

kR

[ ] Remember password

|:| Reguire logon using Secure Password Authentication

[SPA)

More Settings ...

< Back Cancel Help

(Step-1)

Internet Email Settings

General | Qutgoing Server | Advanced

My autgoing server (SMTP| requires authentication:

se same settings as my incoming mail server

Log on using

Remember password
Require Secure Password Authentication [SPA)

Cancel

(Step-2)

National Informatics Centre

Ministry of Electronics and Information Technology

Government of India
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VI.

Internet Email Settings -

General | CQutgaing Server

Server Port Numbers

Incoming server [IMAP):

Use Defaults

Use the fallowing type of encrypted connection: | S5L w

Qutgeing server (SMTP | 465

Use the following type of encrypted connection: | 55L W

Server Timeouts
Short

Folders
Root folder path:

sent ltems

Dgo not save copies of sent items

Deleted ltems

Long 1 minute

|:| Mark items far deletion but do not move them automatically

Items marked for deletion will be permanently deleted when
the items in the mailbox are purged.

I:|Eurge items when switching folders while online

(Step-3)

Screenshots for POP3 Configuration in Microsoft Outlook

Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information
Your Mame:

Email Address: username@nic.in

Server Information

Account Type: POP3
Incoming mail server: pop.mail.gov.in
Owutgoing mail server (SMTPE | cmtp.mail.gow.in
Logon Information
User Name: username@nic.in

Password: S R e

I:lEemember password

[] Regquire logon using Secure Password Authentication
I5PA)

Test Account Settings

We recommend that you test your account to ensure that

the entries are correct.

Test Account Settings ...
[«] Automatically test account settings when Mext
is clicked
Deliver new messages to:

Mews Outlook Drata File
Existing Outlook Data File

More Settings ...

<= Back Cancel Help

(Step-1)

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India
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Internet Email Settings

General | Qutgoing Server | Advanced

[#]iMy outgoing server [SMTF| requires authentication:

(@) Use same settings as my incoming mail server

[_JLlog on using

Remember password
Require Secure Password Authentication [SPA)

[_JLog on to incoming mail server before sending mail

(Step-2)

Internet E-mail Settings

General | Outgoing Server | Connection Advanced

Server Port Numbers

Incoming server (POP3): | 995 Use Defaults

This server requires an encrypted connection (S5L)
QOutgoing server (SMTP): | 465

Use the following type of encrypted connection: | 55L "
Server Timeouts
Short Long 1 minute
Delivery

[ 1rRemowve from server after 10 + | days

[ 1rRemowve from server when deleted from 'Deleted Items'

Cancel

(Step-3)

Note: - Please fill all the required fields as directed and if you require any help contact support
on 1800-111-555 (Toll Free) for help.

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India
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8. Reset your password

a. How to reset password
Please ensure that you mobile number is updated. If you have forgotten your password, click on
forgot password on the login page of email.gov.in. You will be redirected to PASS-APP or follow the
URL https://passapp.emailgov.in/ . Using this application you can reset your password.

°
@W‘ n lafe Email  Policies  What's New  QuickSMS

Log in

Usemame:
Password

B stay signedin Sign In

Version: Default M V\hat's This?

Forgot Password ? Click here

Click here to reset your password

This site can be best viewed in Firefox 3.5 and above, |E 9 and above. To check your browser version Click Here

Email Services

A part of Digital India

Government of India

Ministry of Electronics and Ir ation Technology
National Informatics Center

his site is best viewed in Firefox 3.5 and above |IE 9 and above ,chrome 18 and above. e e
Mail Address

Enter the contents of the image below

[cSubmit|

P72
o

*Mail Address is the email address assigned to you by NIC.

Government Of India
Ministry of Electronics & Information Technology
National Informatics Centre

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India
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https://passapp.emailgov.in/

@Gov.In

i.  Enter the email address for which you wish to reset your password.
ii.  Also, enter the Captcha value as displayed in the box.

iii.  Click on submit button to proceed further.

_—

Enter the OTP received on your registered

¥ PASS-APP phone numbey

N\ Enter your Random Number and Captcha value to begin

Your Email Address = 2 Random Number
Your Mobile No. : ******* 016

Please enter the code that was sent to your mobile number Enter the contents of the image below

If you want to resend code to your mobile number then click here

Resend Code | click here tg
R resend OTP FBAOIA < /

Submit

You can request for gRandom Number(Code) only twice in 24 hours

Click here to submit

Ensure that the mobile number registered is
Valid

Ifyou do not receive the code. then please call up the 24 hours support
cell on 1800-111-555

Government Of India
Ministry of Electronics & Information Technology
National Informatics Centre

Enter the random number which is sent to your mobile number. You can also resend OTP if not
received at once (** Random number will be generated twice in 24 hours)

Now, enter the Captcha value and confirm your submission.

Now you will be redirected to a page which will prompt you to enter your new password twice. Enter
the Captcha value to confirm.

National Informatics Centre
Ministry of Electronics and Information Technology
Government of India
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B

Enter your new password here

PASS-APP

g

Enter Password according to NIC-Email Change Password Policy.

Password Policy:

Must contain Uppercase, lower case, number, Special Characters and the
password should be atieast 8 characters Long and must not contain
dictionary word. You cannot enter your old password

Please ensure to follow the password policy

Enter your New Password and Captcha value:

Enter the contents of the image below

FafXQc

B Click here to submit

Submit |

Government Of india
Ministry of Electronics & Information Technology
National Informatics Centre

You must follow the password policy as prompted to reset your password.

9. Offline Mode

B

» This feature allows you to access the data without network connectivity.

» The web client will be automatically restored to online mode when network connectivity is in

transition.

» The work performed in offline mode is stored in cache and synched with the server when
restored to online mode.

Contacts Calendar Tasks Briefcase Preferences Your message to X Compose X

g New Message -
¥ Mail Folders
v & Inbox (2488)

B0 test

Sent
No results found.
Drafts (8)
Junk
Trash
Activity Stream (7)
test (1517)
Testing2

zimtestl

.Jg0o0aa9n

March 2017 »o»

)

~ tagi"Neha"

HTML Client

Note: - For any issues please contact support at 1800-111-555(toll free) or email at:

support@gov.in

National Informatics Centre

Ministry of Electronics and Information Technology

Government of India
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Introduction to 2FA

As per the directive from Competent Authority, the installation of 2FA has been made mandatory with
immediate effect.

All users availing the email services from NIC must use 2FA to access their accounts. Additionally, users are
advised to install the same on their access devices (phone/laptop/desktop) immediately.

Please note: If you choose to install kavach on a single device, it must be ensured that that device is always
available with you to accept kavach notification for accessing mails.

Please Note:

1.

Please note that NIC does not send any mail under any situation that requires you to submit your
login credentials (login/password). Hence, do not take any action on a mail that asks for your login
and/or password as it could be a fake mail and may carry malicious malware to infect your
devices.

If you receive any email with a link, please verify its authenticity before clicking. It could be a
phishing link.

The user ID for Kavach is activated prior to activation by the users. Hence, this procedure needs to
be followed by ONLY those users who receive a mail from mailservices@nic.in. This mail is sent
after the id has been enabled for Kavach. If a user receives a mail forwarded by a
colleague/acquaintance, please do not try and activate as it will give an error. User needs to wait to
receive a direct mail.

Ensure the correct mobile no is mapped with your id as you will receive a OTP for registration.

Contact your respective NIC coordinator / delegated administrator for updation of your mobile no
or any other assistance required in this regard.

Notification will be sent to all devices on which the app is installed hence for ease of use please
install on all (max 3) devices that are used for accessing email services.

Video tutorial is available on https://email.gov.in (after logging in) under the heading “How to
Install Kavach App on Android and iPhone ”
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2. Installation of Kavach application

The Kavach application can be installed on various devices such as Desktop/Laptop and Mobile (Android
or i0S). To install, please follow the steps mentioned below:

1.1 Desktop/Laptop

+ Download the Desktop App from https://kavach.mail.gov.in
¢ Minimum requirement for Desktop App

o Windows 7

o MAC10.11

o Ubuntu 19.04

o CentOS/RedHat 6.9

o Fedora — arduino package is mandatory before kavach installation.

1.2 Mobile

For Android users:
*  Go to Google play store and search for “Kavach Authentication” (screenshot of the correct application
is shown below)
« Install the application
*  Minimum requirement for Kavach Mobile App is Android OS: 8.0 and above

Kavach
@ Authentication

National Informatics Center

UninSta” “

What's new ¢ S
Last updated Nov 28, 2020

Bugs Fixed!

Developer contact v
About this app >

Secure Authentication in just one click!

Tools
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Kavach application on Google Play Store

For iOS users:
* Go to Apple App Store and search for “Kavach Authentication” (screenshot of the correct application is
shown below)
* Install the application
*  Minimum requirement for Kavach Mobile App is iOS: 9.1 and above

Kavach Authenticat...
Kavach Security OPEN
* % % K ¥y

Kavach application on App Store

The Kavach application can also be downloaded from the URL: https://kavach.mail.gov.in.

3. Enrollment on Kavach application

Once the application is downloaded and installed, to complete the enrolment user should follow the steps
mentioned below:
»  Accept the terms and conditions
» Authenticate by submitting username & password
» Insert the 6-digit code OTP (One time password) received via SMS on your registered Mobile number.
+  Click on Submit

4. Addition of a new user with Kavach Account
(This feature is provisioned to allow Personal Secretary (PS)/ Group Member to access user’s account)

» To access user’s account, the PS/ Group member should follow the steps mentioned below. Please
ensure that the PS/ Group member being added to the app also has Kavach enabled. This can be
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ensured by contacting user’s respective Delegated Administrator/NIC Coordinator or by sending a
mail to mailservices@nic.in

» The PS/ Group member will install the kavach application and register with his/her email address by
following the steps mentioned under “Installation of Kavach Application” and “Enrollment on Kavach
application”.

»  The PS/ Group member will click on “ADD NEW ACCOUNT” in the Kavach app.
« Enter the email ID and Password of the user whose account he/she has to access.

» Enter the 6-digit OTP sent on the registered mobile number of the user (the user needs to share the
OTP received on phone with the PS/Group member to allow access).

» Once the enrolment is completed, the authorized PS /Group member can access the user’s account.

Please Note: Maximum number of delegations that are allowed per account is 2.
5. How to use the Desktop/Laptop application

»  Open the app on desktop/laptop

» A 6-digit number (code) will appear on the app. This is the OTP. This code will change every 30
seconds.

»  Suffix (Add) this 6-digit code with your password, without any gap and click on “Sign In”.

@gov.ln
4935y

=l D_.I

13 secs

- yourpassword306901

Forgot / Change Password?
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Please Note:

In case the user is not able to login using the given OTP, use “Clock Sync” to login. This option is
available under “Settings” button on the desktop App. Refer the images given below to login using “Clock
Sync”.

¢ Settings

|
NIC : webmail B . _‘

oo3cqd m
e =

6. How to use the Mobile application
After successful installation of the mobile application, please follow the steps mentioned below:
» Login with username /password and press enter.
» The user will receive a notification from Kavach  mobile app to “Accept”/” Deny” the login
request.
» The request should be accepted immediately. Any delay will result in “timeout” and the user will
have to repeat the above-mentioned steps.
» Please note: The user should be in strong signal zone to receive the notification. If, for any reason,
the user is in a weak signal zone, then the user may not receive the notification immediately.
Please use the following two option in such a scenario:
o Use the “PULL NOTIFICATION” option on the home screen of the Kavach app to
receive the notification (as shown below) OR
o Use the 6-digit OTP (displayed on the home screen of the Kavach app) and suffix it with
password and then press “Sign In”.

Email Help Videos ~ SeeAll

X suspon ) L

"




=
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6.1 Other features of the Mobile app:

» The user watch videos and gain understanding about the Kavach app in the media.
» The user can apply for the country policy using the kavach app.
» The user can keep a track of their registered devices through Activated Devices.
» The user can check logs to keep track of access activity.
The user is advised to go through all the options available on the app for using it effectively.

For any issues, please call the 24x7 NIC Helpdesk 1800-111-555 or Contact NIC Officers/Delegated
Administrator in your respective Ministry/Department.
7. Change of Mobile device

In case of change in the mobile device, the user may follow the steps mentioned below:
e The user must ensure to delete the previously registered device. This can be done from
https://kavach.mail.gov.in.

* The user must follow the steps mentioned under “Installation of Kavach Application” and
“Enrollment on Kavach application” to use the application on the new device.

8. Delete/ De-register a registered Device

There are three ways in which a user can Delete/De-register a registered Device. The steps for each way

are detailed below.
Delete/ De-register a registered device

Using Using desktop/laptop Using mobile

kavach.mail.gov.in application application
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8.1 Using kavach.mail.gov.in

1. Go to https://kavach.mail.gov.in
2. Login with user email id and password.

B Secure User Login

&

3. Enter the OTP sent on the registered mobile number and click on Login.

a Secure User Login

Please enter verification code (OTP) sent
| v 7479 Resend otp
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4. A dashboard will be opened for kavach.mail.gov.in.

& Kavach Authentication X +

& cC i kavach.mail.gov.in

@ NIC  webmail - user ~ 2021-08-10 12:29:22

Dashboard

# Dashboard
@  Dashboard

&  User  User Details

Manage Activated
Devices S.No User Logonld Authentication type Token seriallLicense Key Token Expiry

6qu2n N/A

Manage Wi Devices 1 akasi.uigine.in pushToken sdg9woed67s
User Country Policy
Download
Windows Client
Mac Client
Linux Client

Linux(BOSS) Client

5. Click on Manage Activated Devices and then select the device to be deleted and click on De-register.

B Kavach Authentication X +

& c kavach.mail.gov.in

@ NIC © webmail - user ° 2021-08-101229:2

Manage Activated Devices

# User Manage Activated Devices
@  Dashboard 2
& User  Manage Activated Devices
Manage Activated O SrNo Device Name Device Id Activation Time
Devices
1 Android OPPO_RMX1801_16¢9f19d1e_1627908221083 2021-08-04 12:47:05
Manage Wifi Devices
o 2 Iphone iPhone13,1_7277255bdfWEBrwg 2021-08-05 23:46:57

User Country Policy

Download De-Register X

Windows Client

Mac Client

Linux Client

Linux(BOSS) Client

10
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6. The device has been successfully deleted.

@ Kavach Authentication X +

< C & kavach.mail.gov.in

@ NIC = webmail -~ user ' 2021-08-10 13:17:34

Manage Activated Devices

# User Manage Activated Devices

@  Dashboard
&  User  Manage Activated Devices

Manage Activated O SrNo Device Name Device Id

Devices

o Android OPPO_RMX1801_16c9f19d1e_1627908221083
Manage Wifi Devices
User Country Policy
De-Register X

Download

Windows Client

Mac Client

Linux Client

Linux(BOSS) Client

Android Client

Activation Time

8.2 Using Desktop/Laptop Application

1. Open the Kavach application on the Desktop/Laptop.

11
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2. Click on the Manage Policy Tab on the sidebar.

NIC : webmail

USER COUNTRY POLICY :'

MAMAGE TRUSTED NETWORKS

MAMAGE IMAP

MAMAGE WIFI DEVICES n

3. Go to Manage Activated Devices section.

@gov.n

4. Click on the delete icon present on the right corner to delete the required device same.

MANAGE ACTIVATED DEVICES

Device Name: Android

Device ID

i Mo E)

—_—

|

: OPPO_RMX1801_16c9.7C...

—

m|

Act. Time : 2021-08-04 12:47:05
IP
Network
Device Name: Desktop Token
ff Device ID : DC5360050A6D_162858...
Act. Time : 2021-08-10 15:26:13
IP
oy
Network
{ _.\:u
|': _7\3
o

12
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MANAGE ACTIVATED DEVICES

—

Device Name: Desktop Token EI
Device ID : DC5360050A6D_162858...

Act. Time : 2021-08-10 15:26:13
IP
Network H

8.3. Using Mobile Application
1. Open the kavach application on your Android/iOS mobile device.

11:58 AM | 0.2KB/s © B

= = = ==
Ly = XS 52
Pull Launch Mail Clock Sync IMAP
Notification

742688 2w

Suffix P rd with OTP (password123456)

(> S = E
Media Country Policy Activated Devices Logs
Kavach Help Videos See All

Email Help Videos See All

\\ Support y e Secumy »
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2. Click on the “Registered Devices” Tab.

12:06 PME©

=i S = =i

5 &8 W

Pull Launch Mail Clock Sync IMAP
Notification

867322 28secs

Suffix Password with OTP (password123456)

Reg ail Id's

Total Registered Device : 11

=)

Device 3 Android
Name
Device ID H Xiaomi_M2101K61_b99e

a596c9_1666244980240
Activation 3 28-10-2022 15:39:16
Time
P 3 106.223.96.15

< \. Support ) i‘?awe-mw < e Securit )
= O <

3. Click on the delete icon on the right corner to delete the required device.

12:06 PM S o] BB Sl G

ez

- = = —
Launch Mail Clock Sync IMAP

Notification

You are De-Registering a device from
Kavach. To continue using remaining
active devices use "Refresh Kavach token”
for continued access to email.

867322 =28secs

Suffix Pa ord with OTP (password123456)

To refresh Kavach token:

Open Kavach App on the device and
click on Home button and then Click on
[543 =5 = & “Refresh Kavach Token”. Enter the OTP
sent to your registered number.

Country Policy Registered Devices Logs F2

=1

Alternatively, "Refresh” button will
automatically appear on home screen
after 24 Hours.

Total Registered Device : 11

Click "Refresh” and enter the received
OoTP.

Device g Android

Name

Device ID = Xiaomi_M2101K6I_b99%e
a596c9_1666244980240

Activation 4 28-10-2022 15:39:16

Time

P 2 106.223.96.15

( . Support ) l-amf..u,,, ( @ security )
- @ -

4. Click on the green checkbox.
5. The device has been successfully deleted.

14
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9. Access eMail using Kavach Application
There are two ways in which a user can use Kavach application to access mails. The steps for each way are

detailed below.
Access mail using Kavach application
Accept the TAP request Append OTP with password

Accept the TAP request

1. Go to https://email.gov.in. Enter user email-id and password. Click on “Sign-In”.

2. A notification for “Accept/Deny” will pop-up on mobile devices on which the Kavach app has been
installed & registered.

3. Tap “Accept” to access email. If the user has not initiated the request, please click on “Deny”.

4. The request should be accepted immediately as the request will time out in 45 seconds.

11:58 AM | 0.2KB/s T B Bl il @ 36

= Home

‘Kavach Login Request ==

Please note: Notification requires a strong and stable network connection (Wi-Fi/Mobile Data). If the user is in
a weak signal zone, then the user may not receive the notification immediately. In this case, the user can click
on “PULL NOTIFICATION” option on the home screen of the Kavach app to receive the notification. The user
should accept to access mail.

15




12:06 PM &

= Home

3

ull
Notification

Country Policy

Total Regi

Device
Name

Device ID

Activation
Time

P

867322

d with OTP (password123456)
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B @ B

Launch Mail Clock Sync IMAP

Registered Devices

stered Device : 11

Android

Xiaomi_M2101K6él_b99e
a596c9.1666244980240

28-10-2022 15:39:16

106.223.96.15

28 secs

Lont] B ) (55

[

Logs 23

( _Q support )

oo
®

( @ secury )

«

Step 1

9.1 Append OTP with password

1. Open the Kavach application.

2. Use the 6-digit OTP (displayed on the home screen of the Kavach app). This OTP will change in every
30 seconds.

3. Suffix the numbers with your password, without any gap and click on “Sign In”

11:58 AM | 0.2KB/s T 8 Bl il @) 36+

|

82}

(>3

= Home

Country Policy  Activated Devices

Kavach Help Videos
B e
b

Email Help Videos

R, support p (

A Pull

&

Nov 22,2022 12:18:03
(@ Name

support-kavach

webmail
10.26.69.40

® Location :  India

Click on anywhere on this title to process this

Lanll 63 ol CHD

@gov.in

12:17 PM

Lol 8 551l )

# Notification (&)

support-kavach
webmail

IP Address ©10.26.69.40
Device IP © 100.86.108.152

Accessed From * India

: Nov 22,2022,
12:18:03

Accessed On

ACCEPT 16

DENY on

Step 2

Loge

See All

i L
oy

See All

[3
@ secuty

Forgot / Change Password?

Step 3

yourpassword306901

16
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10.Configuration of IMAP with Kavach on Windows Device

Open the Kavach application on your desktop/laptop

Click on “about” icon.

Check the current version of application. The current version should be 3.5 or above.

Incase current version of the application is 3.4 or lower, please upgrade it from
https://kavach.mail.gov.in

Mo bdhdPE

Kavach Authentication

3.6

Registered Device Id :

005056C00001_1668510210249

Resource Id :

VQOWSQJEM2Z9

Website : https://servicedesk.nic.in

Phone : 1800111555

10.1 Steps to configure path for Mailing Client (outlook) in Kavach application

1. Open the Kavach Application
2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

Q Settings

17
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3. A new window prompt “Select Mail application to Launch” will open. To set up a mail path of Outlook
Client, the user must enter “ C:\Program Files (x86)\Microsoft Office\root\Officel6\outlook.exe “ in the
File Name.

4,

Click “Open”. The user will get a prompt on the screen with “Updated mail program path successfully”.

Q Settings * Settings

15%) Select Mail Application to Launch

x
Lookln: |(Eg ofice1s  |¥ I E E =8| &=
| “| OUTLOOK EXE

E} OutlookWeb
[ OUTLPH.DL

[ oUTLRPC.L
D OutlookExplorerTellMeZeroTermCommandMadel bin D OUTLVBS.D

E} OutlookServicing DLL

E} OUTLOOK.EXE MANIFEST
E} QUTLOOK.VisualElementsManifestxmil

[ owscLTD

R N T
File Name: OUTLOOK.EXE

Files of Type: [ All Files D)

Updated Mall Program Path succesefully

10.2 Steps to configure outlook in Kavach Application

1. Open the Kavach Application

2. Click on “Launch mail” (Mail application will open)

I ‘
webmail

E L NIC : webmail
i i
oS8 7 Ofce

 Outlook

18
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3. Click on OK

Mew Profile

._4,_]' Create Mew Profile

Profile Mame:
zimtest3@nic.in

Loading Profile

4. Click on Manually Configure & then click on Next

Auvto Account Setup
Connect to other server types.

1Add New Account =

() E-mail Account
Wour Marmes:
Example: Ellen Adams

E-rail Address:

Example: ellen@contoso, com

Password:

Fetype Password:

Twpe the password wour Inkernet service provider has given wou,

() Text Messaging (SMS)

| (®) Manually configure server settings or additional server types I
—?

19
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5. Click on Internet E-mail and then Next

Add Mew Account >

Choose Service

(@) Internet E-mail
Connect to POP or IMAFP server to send and receive e-mail messages.

— —
(_) Microsoft Bxchange or compatible service
Connect and access e-mail messages, calendar, contacts, faxes and voice mail messages.

essaging
() Text M ing (SMS)
Connect to a mobile messaging service.

< Back Cancel
6. Enter the required details that are hilighted in red box & then click on More Settings

M Add Account >

POP and IMAP Account Settings

Enter the mail server settings for your account.

User Information
Your Mame: zimtest3

Email Address: zimtest3@nic.in Mail to keep offline:  All
Server Information '
Account Type: IMAP

Incoming mail server: email.gov.in

Cutgoing mail server (ST email.gov.in

Logon Information

User Mame: zimtest3@nic.in
Fassword: EEAR R AR AR
o
|:| Require logon using Secure Password Authentication
[SPA)
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7. Ensure all settings as per highlighted in red box

Internet E-mail Settings >
General Sent Items Deleted Items
Cutgoing Server Connection Advanced

Server Port Mumbers
Incoming server (IMAF): ' Use Defaults
Use the following type of gervpted connection: @
Qutgoing server (SMTF): @-
Use the following type of encrypted connechon

Server Timeouts
Short - @ Long 1minute
Folders

Root folder path:

Cancel

8. Ensure check BOX is clicked for My Outgoing Server (SMTP) & then click on ok

Internet E-mail Settings =

General Sent Items Deleted Items
i Adwvanced

O Log on using

Remember password
Reguire Secure Password Authentication (SPA)

Cancel
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9. Click on Next

POP and IMAP Account Settings
Enter the mail server settings for your account.

[® Add Account et

User Information

Your Mame: zimtest3

Email Address: zimtest3@nicin Mail to keep offline: Al

Server Information '
Account Type: IMAP

Incoming mail server: email.gov.in

Cutgoing mail server (SMTF): | amail.gov.in
Logon Information

User Mame: zimtest3@nicin

Password: P T
Remember password

|:| Require logon using Secure Password Authentication

S P
(SPA) Maore Settings ...

<ack [ Nec> || cance

10. You will see below screen, check Status is “Completed” & then click on “Close”

Test Account Settings

Congratulations! all tests completed successfully. Click Close to continue. Stop

Close

Tasks  Errors

Tasks Status
v""‘L-::-g onto incoming mail server (IMAF) Completed
v"'rﬂend test e-mail message Completed

22
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11.Click on Finish as below screen

Add New Account 4

Congratulations!

You have successfully entered all the information required to setup your account,

To close the wizard, dick Finish,

Add another account...

< Back Finish ||

Now your email has been configured.
Please Note:

*  Always Use “Launch Mail” option on Kavach App to access the Mails.
» Assoon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail
can be used.

11. Configuration of IMAP with Kavach application on Linux Device
11.1 Installation of Kavach Application on Linux Desktop/Laptop

Open the terminal and check the java version by using the command “java —version”

The Java version should be 8 or above.

Command to Install “Jdk” with command “apt-get install jdk”

To install in Ubuntu, use command “apt install net-tools”

To install in Redhat, use command “yum install net-tools”

Please note: To install in Fedora, arduino package is mandatory before kavach installation

After successful installation of jdk, make the “KavacAuthentcation.jar” executable with command
“chmod +x KavacAuthentcation.jar”.

8. The Kavach application can now be opened by double clicking the KavachAuthentication.jar file or by
using command “java —jar KavachAuthentication.jar”.

No okrwbdPE




Digital India @ gov in

Power To Empower

11.2 Steps to configure path for Mailing Client (Thunderbird) in Kavach application

1. Open the Kavach Application
2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

Q Settings

A new window prompt “Select Mail application to Launch” will open. To set up a mail path of
Thunderbird, the user must enter * /bin/thunderbird ” in the File Name.

3. Click “Open”. The user will get a prompt on the screen with “Updated mail program path successfully”.

¢ Settings

—,
—/

A
Select Mail Application to Launch x CJ
|, ook & bin b (@[ &)@ [E]E
a
dbm || thunderbird w
braw [ tie
[ time <
ave E timedatect!
[ timeout sy
o
L (o —
File Name: thunderbird
Files of Type: |All Files ‘v] -
(
| Cancel

Updated Mall Program Path su
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11.3 Steps to configure Thunderbird using Kavach application

1. Open the Kavach Application.
2. Click on Launch mail icon. (Mail application will open)

Set Up Your Existing Email Address

zimtest3

Touse your current emal address filin your credentials.
Thundertird will automatically search for a warking and recommended server cenfiquration.

NIC : webmail

i

s

Your full ame

0]
Email address

0

(Get a new email address

Password

4
Remember password

Cancel

Your credentials will only be stored locally on your compates

3. Enter the user 1D, email address and password & click on continue

£ Home @ Account Setup X

Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

zimtest3 (0]
Email address

zimtest3@nicn (6]
Password

LILIER RN NY ] g

Remember password

Configure manually Cancel

Your credentials will only be stored locally on your computer.
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4. Enter the Incoming Server and Outgoing Server Details along with the port number and click on done.

a% Applications  Places  Thunderbird B Sun17:29¢ & A) [3
Account Setup - Mozilla Thunderbird - a x
B3 Home © Account Setup x &

Manual configuration

INCOMING SERVER

Protocol: IMAP v
Not sure what to select?

Hostname: | email.gov.in

Setup documentation - Support forum - Privacy policy

Port: | 93
Connection security: SSLTLS @
Authentication methad: Autodetect v
Username: I zimtest?a@ni(.in‘ l
Hostname: | email.gov.in ‘
Port; | 265 [£]
Connection security: SSL/TLS v
Authentication method: Autodetect v
Username: zimtest3@nic.in

@) Done

2 B akash@localhost:/home/akash/Dow... (ng Kavach Authentication 0 Account Setup - Mezilla Thunderbird I:I

5. Enter the Server Setting Details and Proceed further

Account Settings - Mozilla Thunderbird

= Inbox ED Account Settings x

v Bakash.nhq@nic.in Server Settings

Server Type: IMAP Mail Server

Copies & Folders

Server Name:| email.gov.in ‘Ecrt:| 993 ‘ Default: 993

Composition & Addressin
B g User Name: I zimtest3@nic.in l

Junk Settings

Synchronization & Storage
Security Settings
End-To-End Encryption

Rz Rz Connection security: SSL/TLS ~

v BLocal Folders Authentication method: ~

Junk Settings
Server Settings
Disk Space
Check for new messages at startup
EOutgoing Server (SMTP)
Check for new messages every

Account Actions v
Allow immediate server notifications when new messages arrive
¥t Thunderbird Preferences When | delete a message:
d§ Add-ons and Themes © Move it to this folder: B3 Choose Folder... v

() Just mark it as deleted
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6. You can now access your mail.

Sent - Mozilla Thunderbird o L] x
- Sent
GJ Get Messages | v & Write Chat Address Book ¥ Quick Filter = Events < > X
W 3
Folders == 4% | RAUnread yyStarred [EContact ©Tags [ Attachment Filter these messages <Ctrl+Shift+K> 20 Sun <0 >
~ 2 kavach-test4@nic.in Yok [ ect rrespondents @ Date v = Nov 2022 CW 47
E3 Inbox kkk kavach-test4@nic.in 7/22/20, 16:43 {#2 New Event
KKk kavach-test4@nic.in 7/26/20, 18:36
T Trash kkk kavach-test4@nic.in 7/26/20, 18:36 ~ Today
~ [ Local Folders > Tomorrow
T Trash > U ing (5 days)
comin, lays,
%] Outbox P 9 Vs

@) kavach-test4@nic.in: Sending login information... — ——— Unread: 0 Total: 3 (&) Today Pane v

Now your email has been configured.

Please Note:
* Always Use “Launch Mail” option on Kavach App to access the Mails.
* Assoon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail

can be used.

12.Installing Kavach Application on your Mac Desktop/Laptop
12.1 Installation of Kavach Application on Mac Desktop/Laptop

1. Go to “Security & Privacy” option and click on “Open Anyway” under the General option to start
the installation of Kavach application on the desktop/Laptop.

OUE—— A m
Dashboard ST rrovsur  Frewss  Prevacy

A login password has been set for this user Change Password

“ Dashboara
Require password _immediately [BJ aftor sleep or screen saver begins
Show & message when the screen is locked
€*Usar Dotelis Disabile sutomatic login B
 Logonk atu

Allow apps downlcaded froen
© App Store
App Store and identified developers
“Kavach.pkg® was blocked from opening because it is not from an
identified developer.

H  Cick the fock 1o pravent further chang Advanced
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2. Click on “Continue” for introduction of the Kavach Application.

Dashboard

® O @ Install KavachAuthentication

Dashboard b
i Welcome to the KavachAuthentication Installer

: You will be guided through the steps necessary to install this
| Introduction
& User o ° software.
Manage Activated
Devices S t Token Expiry

1 /A

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client
Continue
H 13 H 2 : H : :
3. Click on “Continue” to start the installation of the Kavach application.
Dashboard
[ @ Install KavachAuthentication
Dashboard - L
Select a Destination
Uees - e Introduction Select the disk 'wht_ere you want to install the
KavachAuthentication software. |
@ Destination Select
Manage Activated I
Devices s Token Expiry
Manage Wifi Devices 1‘ N/A
Macintosh HD |
User Country Policy 3:?3;38(;:::::3
Download Installing this software requires 242.3 MB of space.
You have chosen to install this software on the disk
Windows Client “Macintosh HD".
Mac Client
Go Back Continue
— T
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4. Then click on “install” option as screen shot below.

5. Once the installation of the Kavach application is completed. The below stated window will appear to

Dashboard

User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

Dashboard

® O ‘@« Install KavachAuthentication

£ 3

1‘ Standard Install on “Macintosh HD"
A« Introduction This will take 242.3 MB of space on your computer.

| N |

« Destination Select Click Install to perform a standard installation of this software
| e Installation Type on the disk “Macintosh HD". |
| Token Expiry
i |

N/A

Change Install Location...

‘Go Back Install

notify about the completion of installation and then click on close.

(/] Dashboard

& User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

Dashboard
® O ‘& Install KavachAuth
# |
‘ Thei llation was pleted st fully. ‘
”i » Introduction ‘
» Destination Select
. & Installation Type
§ & Installation Token Expiry
Qi e The installation was successful. A

I
The software was installed.
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12.3 Steps to configure path for Mailing Client (Mail App) in Kavach application

1. Open the Kavach Application
2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

Q Settings

A new window prompt “Select Mail application to Launch” will open. To set up a mail path of Mail App,
the user must enter “/system/applications/mail app/macos/mail” or path of outlook
“Application/Microsoft Outlook.app/Contents/Macos/Microsoft outlook” in the File Name.

3. Click “Open”. The user will get a prompt on the screen with “Updated mail program path successfully”.

¢ Settings

—
—_—

o [EEEETTRTT

Screened
W3 A2

[: 7

Fia Name Mad
- Updated Mall Program Path successfully

Fimr ol Type | NI Ten .

30
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12.4 Steps to configure Mail App using Kavach application

1. Open the Kavach Application.
2. Click on Launch mail icon. (Mail application will open)

zimtest3

MNIC : webmail

iy

T iy

3. Click on Other Mail Account

@gov.n

Chacme & Mal account provider

iCloud

31
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@ Add @ Mall sccowm

5. Enter incoming Mail Server and Outgoing Mail Server and click on Sign In

Ogong Vel Server sl giv i

Cwrew

Ao

@gov.n
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6. Now select the App you want to use

6. Click on Protect Mail Security and then click on Continue

Mail Privacy Protection

Now your email has been configured.

Please Note:
* Always Use “Launch Mail” option on Kavach App to access the Mails.
* As soon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail
can be used.

33
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13.Step to configure IMAP on Android Device

1. Open kavach application, click on Launch Mail option on HOME SCREEN.

9:33 -l 4ac E
P > ~
I8 g X 5]
P Launch Mail Clock Sync IMAP

Notification

751250 = =

Suffix Password with OTP (password123456)

Reg: d email Id's

zimtest1 ~

> € =
Pt
Media Country Policy Rg%'vs':fe':d

Kavach Help Videos

How to install kavach How to refresh the  How to de-register
lication on iPhone  seed registration  'avecr o o ane
appl gl kavach application

N T

2. Popup window will appear on your screen to “Choose an Email Client application”.

@gov.n
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3. Enter the mail and then click on IMAP option and enter the password.

9:40 PM T ol Ll 5 A

™~

zimtesti®@nic.in

What type of account is this?

Personal (POP3)

Personal (IMAP)

92:40 PME Lot Lt i = GO
™~
zimtesti@nic.in

d

C_ =)

4 Enter the Incoming and Outgoing server details as email.gov.in shown below and click on Next.

92:41 PM© contl Ll K = G

™~

INncoming server settings

Username

( zimtesti@nic.in >

Qemail.gov.in >

NEXT

92:44 PM et L) W = EED
i~
Outgoing server settings
Require sign-in &=
Username .
( zimtesti®@nic.in >

SMTP server

( Vémail,gov.in >

NEXT
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5. Select the Sync Frequency option to “Never”.

9:45 PMS sl Ll G = B

™~

Account options

Sync frequency:

Never ~
Notify me when emails arrive

Sync email for this account
Automatically download attachments

when connected to WiFi

6. You have successfully configured your account

0

45 PME sl ol K = R

== Search in emails

Inbox

noreply-kavachotp®@gov.in 12:50 pm
Deletion of Kavach Registered Devices

Dear Sir / Ma'am, You have De-Registere...

noreply-kavachotp@gov.in 12:31 pm
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere... 3

cBC-MIB 6:33 am
New India Samachar
Having trouble reading this email? View i... A g

noreply-kavachotp@gov.in 21 Nov
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere...

noreply-kavachotp@gov.in 21 Nov
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere...

W

me 22 Apr
A g
me 22 Apr
2
.I?
Z Compose
me 22 Apr
- ® «

@gov.in
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14. Step to configure IMAP on iPhone Device

1. Open kavach application, click on Launch Mail option on HOME SCREEN.

9:33 -l 4 EE
= &) <
3 2 &) s

Pull X
Notification Launch Mail Clock Sync IMAP

751250 - -

Suffix Password with OTP (password123456)

Registered email Id's

@

o & =

Registered
Devices

Media Country Policy

Kavach Help Videos See All

&

Row v instll How o d
Kavach Application Tegistration the account

onios . Kavach application

A How to de-register
How to install kavach How to refresh the O 'O CCEG SEE

application on iPhone seed registration kavach application

( . Support > iam,«mmm.. ( @ Security

2. Go to settings in iPhone and click on Mail option and then click on Accounts.

il aG a:az il aG

a
@
®

Settings £ Settings Mail

Home Screen

Accessibility Siri & Search

Wallpaper Notifications

@8]
o
1) Mobile Data @)

Siri & Search

Face ID & Passcode

ERRED LANGUAGE

660Cea@

Emergency SOS
Language English (UK)

Exposure Notifications

[ Battery 2
m Privacy
MESSAGE LIST
- Preview 2 Lines
App Store
Show To/Cc Labels
) wallet
Swipe Options
B Passwords ME

. | Contacts Privacy Protection
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3. Now, click on Add Account and choose other option shown in below screen.

a:a7
< Mail Accounts

iCloud

>ud Dr

Gmail

Fetch New Data

ol 4G

4:47 wtl 4G

£ Accounts Add Account

» iCloud

Microsoft Exchange
Google
yahoo/

Aol.

lﬂ’- Outlook.com

@gov.n

4. Click on Add Mail Account and enter the email address and password and click on Next.

4:47

< Add Account Add Account

Add Mail Account

Add LDAP Account
Add CardDAV Account
Add CalDAV Account

Add Subscribed Calendar

il 4G

4:48 il 4G =
Cancel New Account Next
Name Zimtest1@nic.in
Email [ zimtest1@nic.in ]
Password

Description Nid
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5. Enter the Incoming Server and Outgoing Server Details along with the Password.

4:49
Verifying
IMAP
Name Zimtest1@nic.in
Email zimtesti@nic.in

Description Nic

Password

MA

Password

Host Name email.gov.in

Username zimtesti@nic.in

Host Name email.gov.in

Username zimtesti@nic.in

atlac =

6. Now Click on Save. You have successfully configured your account

Cancel

= mai

Notes

@gov.n
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15. Stop frequent notifications in Android Application

You need to set Sync Frequency option as Never/Manual in Email Client App.

1. Open Mail client (Gmail App) and click on home option on top left corner.

9:45 PMT contl il K = G

Inbox

00

)0 o0ee

Search in emails

noreply-k P .in 12:50 pm
Deletion of Kavach Registered Devices
Dear Sir / Ma‘'am, You have De-Registere...

noreply-kavachotp@gov.in 12:31 pm
Deletion of Kavach Registered Devices
Dear Sir / Ma‘'am, You have De-Registere... Y
cBC-MIB 6:33 am
New India Samachar
Having trouble reading this email? View i... 3
noreply-k P@g Lin 21 Nov
D of ed D
Dear Sir / Ma'am, You have De-Registere... X
noreply-kavachotp@gov.in 21 Nov
D of h ed D
Dear Sir / Ma'am, You have De-Registere... 3¢
me 22 Apr
3

>
me 22 Apr
2

g

Z Compose
me 22 Apr
- (O} -

2. Click on setting option and select the account.

@gov.in

=

0JeoeaVeol*:0O

(|
(<)

10:25 PM©

All inboxes

Inbox

LABELS

Starred

Unread

Drafts

Outbox

Sent

Bin

Spam

ProbablySpam

GOOGLE APPS

Calendar

Contacts

(=

Settings ]

()

Help and feedback

=) @®

il o = @

10:26 PMT

< Settings

General settings

Add account
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7. Click on Sync Frequency option and select the Never option.

< zimtesti@nic.in

Account name
zimtesti@nic.in

Your name

Mobile signature
Not set
Data usage

Images
Ask before displaying external images

ync frequency
ever

Sync email
Sync email for this account

Download attachments
Auto-download attachments to recent
messages via WiFi

Notification settings

Email notifications
Send notification when emails arrive

Manage notifications

10:26 PMS ol L

@ (O -«

Sync frequency

Never ]

16. Stop frequent notifications in 10S mobile

Every 15 minutes
Every 30 minutes
Every hour

Cancel

You need to set Sync Frequency option as Manual in Email Client App.
1. Open iPhone Setting and choose mail option and click on Accounts option

1)
W

38 wil 4G

Settings

Home Screen
Accessibility
Wallpaper

Siri & Search

0ee@

oy

. FaceID & Passcode
@ Emergency SOS

'. Exposure Notifications
[ sattery

m Privacy

App Store

) waltet

B Passwords

Contacts

4:47 il 4G
£ Settings Mail
ALLOW MAIL TO ACCESS

° Siri & Search
0 Notifications
Banners, Sounds, Badges

@ Mobile Data ()

PREFERR

Language English (UK)
=

MESSAGE LIST

Preview 2 Lines

Show To/Cc Labels

Swipe Options

MESSAGES

Ask Before Deleting

Privacy Protection

ED LANGUAGE
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2. Click on Fetch New Data option and select the mail id you want to set to manual.

a:a7

£ Mail Accounts

ACCOUNTS

iCloud

Gmail

Mail, Contacts

Add Account

Cloud Drive, Contacts, Calendars ar

-l 4G

3. Choose Manual to set frequency.

dgov.in

< Accounts Fetch New Data

Push

e pushed to your iPhone from t

1:04 il ac X

Nic: Fetch
Mail

Grnall Fetch
Mail, Contacts

IGlaud Push
iCloud Drive, Contacts and 4 more

India Holidays Fetch

Calendars

Automatically

Manually v

Hourly

Every 30 Minutes

Every 15 Minutes

&£ Fetch New Data Nic

SELECT SCHEDULE

il = a3e

Fetch
l Manual ~ I
If Manual is selected, this account will only check for

updates when the application is in use.
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17. How to Trust the WI-FI network

In case you are on WIFI network:
Click Launch Mail option, you will get the below notifications.

(>} (5] =5

Media Country Policy Registered

Clock Sync

Devices

Kavach Help Videos

B

avach How to refresh the
application on iPhone  seed registration

See All

<7k Sl:lppor( 7> @wwmm (@ Sécuri;);;>

“
Wi
We have detected a change in your network.

kavach-test3

imap
IP Address 117.98.19.6

Accessed From India

13:24:22 GMT+05:30
Accessed On Nov 22, 2022

Always trust this Network ?
Yes (for 8hrs)
No (for 8hrs)

@gov T3

Always Trust This Network: - If you choose this option, then your network will be trusted and you will not get any
prompt in future from this network. Choose this option If you want to trust the network permanently.

Yes (For 8 Hours): - If you choose this option, network will be trusted for 8hrs only i.e you can use this network to
download the mails only for 8hrs.

Deny (For 8 Hours): - If you choose this option, network will be untrusted and you will not able to download mails

using this network.
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18. Set Mail Path in Kavach for different Mail clients

Click on Setting Icon and then click on “Set Mail Path” to set the Outlook path

zimtest3

NIC : webmail

Tal=d=
e N

1

Select Mail Application to Launch X
|, ookt (@b D @ (@ ) (= s
dbm | thunderbird
| braw [ tic
L P |__"|t\me
ave [ timedatectl
[ timeout
ar J I

File Name: thunderbird

Files of Type: |All Files B3]

Cancel

Updatad Mall Program Path successtully

@gov.n
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Path for Outlook 2016 :- C:\Program Files (x86)\Microsoft Office\root\Officel6\outlook.exe

Path for Thunderbird :- /bin/thunderbird

Path for MAC OutlookPath :-  Application/Microsoft Outlook.app/Contents/Macos/Microsoft outlook
Path for MAC Default mail APP path :- /system/applications/mail app/macos/mail

Path for Outlook 2015 :- C:\Program Files (x86)\Microsoft Office\Officel5\outlook.exe

19. How to turn on precise location for iPhone for Wi-Fi network

1. Go to iPhone setting and click on kavach application
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Power To Empower

2. Click on Location and enable precise location option.

1:23

< Settings Kavach

ALLOW KAVACH TO ACCESS

Location

While Using ]

Siri & Search

Notifications

nner ounds, Badge

W Mobile Data

is disabled

Background App Refresh

«

When in Low Power Mode, background app refresh

dgov.in

1:23 @ (%)
Kavach Location

ALLOW LOCATION ACCESS

Never

Ask Next Time Or When | Share

While Using the App v
App explanation: "This app requires access to the
Location to use Launch Mail Imap

Precise Location

@«

Allows apps to use your specific location
setting off, apps can only determine your
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1. Introduction

The need for transforming conventional government offices into more efficient
and transparent e-offices, eliminating huge amounts of paperwork has long been felt.
The eOffice product pioneered by National Informatics Centre (NIC) aims to support
governance by using in more effective and transparent inter and intra-government
processes.

An automated office attempts to perform the functions of ordinary office by
means of a computerized system. In a manual office scenario, there are thousands of
letters and files and their manual tracking is not a very easy task. A computerized
File Tracking System enables users to track these letters and files within seconds.
Also, dispatch and record keeping are made easy. It ensures proper distribution of
work load, thus increasing the efficiency of the system and bringing transparency to
the system. The system simulates the manual system in a digital environment.

eFile, an integral part of eOffice suite is a system designed for the Government
departments, PSU’s, Autonomous bodies to enable a paperless office by scanning,
registering and routing the inward correspondences along with creation of file,
noting, referencing, correspondence attachment, draft for approvals and finally
movement of files as well as receipts.

eFile, is a workflow based system that replaces the existing manual handling of
files with a more efficient electronic system. This system involves all stages,
including the diarisation of inward receipts, creation of files, movement of receipts
and files and finally, the archival of records. With this system, the movement of
receipts and files becomes seamless and there is more transparency in the system
since each and every action taken on a file is recorded electronically. This simplifies
decision making, as all the required information is available at a single point.

It envisions a paperless office, with increased transparency, efficiency and
accountability of the organization.

A revolutionary product aimed to make office work like never before in the
history of Indian Governance, is based on the Thirteenth edition of Central
Secretariat Manual of Office Procedures (CSMOP) of the Department of
Administrative Reforms & Public Grievances (DARPG), Govt. of India.
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2. eFile Modules

Different sections that constitute eFile application are Receipts, Files, Dispatch,
Migrate Files, DSC, Settings, Notification and so on. Each section comprises of
different links that helps the user to easily utilize the functionalities of different
sections of the eFile.

2.1 Receipts

In eFile system the ‘Tappals/Inwards’ are represented by the term ‘Receipts’.
In eFile, receipts are created by the CRU (Tappal/Office section) which is further
attached with the file to get processed and approved from the higher authority.

2.1.1 Receipts (Tappals/Inwards) registration in eFile

The first process in eFile to register a Receipt is, scan the physically received
paper based receipts in to a pdf document and save it in the computer system. Then
perform the following steps in eFile application.

1. Click the Browse and Diarise ( [» erovse s Disrise
shown in Fig.eFile.1:

) option of Receipts menu, as

= eFlile etectronic fite systemyersion 5.5 04 earch Il ~dvanced | (2) @
Receipts =] ! !
» Browse & Disriss Step 1 P122d(Only PDF upto 60 MB): Step 2 Diary Details
»+ Inbox Classified Choose one ~ Sender Type Choose one ~
» Email Diarisation Delivery Mode* | By Hand ~| Language English -
b Created Mode Number Letter Ref No
> sent T L File Numbs
e* etter [~ ile Number
b Closed YPe" Step 3
By Me Received Date  |04/01/2018 Letter Date
} Acknowledgement VIP Choose one [~ Diary Date 04/01/2018
-+ Created VIP Name Choose one [~ Dealing Hands Choose One hd

-+ Sent

» Recycle Bin

Contact Details

[J Add to Address Book

Ministry Choose ane
} Initiated Action

Department Chaose ane
Files =

Name Designation
Migrate File =

Organization
Dispatch = Address 17
Dispatch 3] Address 2
L & Country INDIA ~| State Kerala bt
Settings 3] City Pincade
Notification (3] Mobile Landline
Ext Department [+ Fax Email

Category & Subject

Main Category* Choose one

Sub Category Choose One

Subject*

Enclosures

[]Customize Acknowledgement

Fig.eFilel

Step 4 Generate & Send
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2. Click the Upload File ( - ) button from the Browse and Diarise screen
to upload the scanned receipt.
3. Enter the essential details in all the mandatory fields in Browse and Diarise Page.

4. Click the Generate ( ) button on Browse and Diarise page to generate
a unique Receipt (Tappal/lnward) number.

There are 10 options provided, those are associated with an Electronic receipt
created:

| Send | Putin a File | Copy | Dispatch | Details | Movements | Edit |  Attach File | Attach Receipt | Generate Acknowledgement |

a) Send — User can use this option to send the generated receipts to other user
to work at a later stage.

b) Put in File — User can use this option to attach the generated receipt to an
existing live file.

c) Copy — User can use this option to copy the metadata fields automatically
and can edit the metadata fields as per requirement and by uploading a new
scanned receipt document the user can generate a new electronic receipt.

d) Dispatch — User can use this option to Dispatch the electronic receipt

e) Details — User can use this option to view the details of the
generated/received receipts such as Dispatch History, Referenced files,
Referenced Receipts and Detach Receipts.

f) Movement — User can use this option to track the Movements of the receipt
which automatically gets updated as Receipt moves further

g) Edit — User can use this option to edit the Metadata fields of the Receipt
before sending it to the intended recipient.

h) Attach Files — User can use this option to attach the receipt with the File.

1) Attach Receipts — User can use this option to attach the working receipt/
document with the other Receipt(s) irrespective of the receipt nature.

j) Generate Acknowledgement — User can use this option to generate an
acknowledgment to a created receipt.

2.1.2 Sending the Receipt for further action

By clicking on Send option the user can send the generated receipts to other
user to work at a later stage. As a result the following send window appears
(Fig.eFile.2). By providing the user address in ‘To’ field (Mandatory) the user can
send the receipt for further actions.
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| Send | Putin a File | Copy | Dispatch | Details | Movements | Edit |  Attach File | Attach Receipt | Generate Acknowledgement | |

@Al (O Reporting Officer () Sub-ordinates (JRecent 5 (0 Send Back () In Channel (O Preferred List
Note: Name of the creator is highlighted in vellow colour
To Receipt Number Subject
M +-[_] 706421/2018/T Administrative Secretariat
Cc
(Use semicalon(;) to seperate recipients.)
Note : CC copies are non-editable (both pdf and metadata). Any change
in the
Main receipt will be reflected in the CC copies, till the time not put inside
the file
Set Due Date m|
Action Forward
Priority Choose one
Total 1000 | 1000 characters left.
Remarks

Cc — Used to send the copies of the receipt to different user. Multiple user address
can be entered by providing semicolon (;).

Set Due Date — Used to provide a due date indication to the recipient.
Action — Indication given to the recipient what action has to performed on receipt

Priority — The user can set the priority to process the receipt. (Immediate, Most
Immediate, Out Today)

Remarks — Remarks can be typed (if required) while sending the receipt.

All the above said entries are optional except ‘To” field.

2.1.3 Inbox

Inbox option contains the list of all the receipts that are received as an Inward
Correspondence. User has to click the Receipt number to view the receipt. As a result,
the user can view the content of receipt along with the details. Character ‘E’
symbolizes Electronic Receipt.

There are 12 Links provided under Receipt Inbox:
| Send | Send Back | Put in a File | Copy | Dispatch | Details | Movements | Edit | Close | View Draft | Attach File | Attach Receipt |

a) Send Back — This link helps the user to reply to the sender of the Receipt.
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b) Close — This link helps the user to close a receipt by providing the closing
remarks.

¢) View Draft — User can use this option to view the drafts that are already
created with receipt.

The remaining all other link’s functionalities are same as explained in 2.1.1

2.1.4 Sent

Sent option contains a list of all the receipts that are sent as an outward
correspondence.

User can view all the sent receipts, by clicking the Sent link under the Receipts
section. As a result, the Sent Receipts screen appears as shown in Fig.eFile.3. There
are 4 links provided under Sent Section of receipt:

= eFile Version 55 04 R IS Advance d | 0 @

ge . 10/10/2017 To 05/01/201
Receipts = Send | View | Copy | Generate Acknowledgement | I Handover  -- My Sent Receipts -- v
} Browse & D Computer Pull Back Tcon
O - WL - Receipt No. b Subject ~ Sender ~ Sent to ~SentOn ~Due On~ -
» Inbox (4) - 05/01/18
. [J M we E 70S601 @ zossoitzyzo17/1T Life Mission Panchayath deputy direcotr  SO-IT,IT 13/11/17 Initiate Action
» Email Diarisa tion 11:19
ARRANGEMENT OF WORKING CAPITAL 05/01/18
} Created O = E 705574 @ zosszazorzniT REG KUTTIADI COCONUT DS-IT,IT 11017 01/11/17 Initiate Action
Commissionera te of Rural 21/11/17
Sent X -
O E 705428 @ zos428/2017/1T Rural Development Development, AS-ITIT 02432 Initiate Action
¥ Closed O E 704208 B zo4208/2017/17 governance nee ded principal secretary AS-ITIT g;{ﬁ"” - Initiate Action
=By M : E—
O E 705574 B zosszajzo17/1T ‘;ES“NGEMENT OF WORKING CAPITAL \yr11aD1 cOCONUT DS-IT,IT giﬁéj” Initiate Action
» Acknowledgement RELAXATION IN POINTS OF SANCTION 26/10/17
705455/2017/1T -1T,
o O m E 705455 @ zosassjzo17/1T COMMUNICATION REG... babu DS-IT,IT 0203 28/10/17 Initiate Action
» Create
RELAXATION IN POINTS OF SANCTION SREENITHES,C 26/10/17
705455/2017/1T ’ Initiate Action
Vsent O E 705455 @ z0s4s5/2017/1T COMMUNICATION REG... babu DCKKD Daeat Initiate Action
Commissionera te of Rural 24/10/17 -
: 705438/2017/IT -IT, -
» Recycle Bin O E 705438 @ zosass/zo17/1T rural Development, CA-IT,IT 0218 Initiate Action
} Initiated Action
Files =)

Fig.eFile.3

View — User can use this option to list the Receipts depending upon its current state.
i.e. (Electronic, VIP References, All)

User can also Pull back the sent receipt from the intended recipient even when
the receipt is in the Inbox of the recipient, using the Pull Back (‘D|) link. In case,
the recipient has opened the receipt, then pullback option is inaccessible.

2.1.5 Closed

Closed option contains a list of all the receipts that are marked as closed as
shown in Fig.eFile.4.

User can re-open the closed receipt anytime by clicking the Re-Open option.
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To Re-open any Receipt user has to perform following steps:

Select the Closed receipt which needs to be Re-Open and click the Re-open
option available, as shown in Fig.eFile.4. As a result, a confirm message to re-open
the receipt will appear. The re-opened receipts will be moved to the inbox by clicking
on the OK button of confirmation message.

= eFile Version 5.5 04 search IS Advanced | 0 @
| Re-gpen | |
Receipt = é
' B aD [ Y Computer No ~ ~ Receipt No. ~ File No. ~ Subject ~ Closed On ~ Closing Remarks ~ Action B
rowse
Inb [ || 705595 E 705595/2017/IT E-stamping of documents 05/01/18 11:38 na action Re-open
» Inbox
[ || 705297 E 705297(1)/2017/IT Study ropert on climate study 09/10/17 12:19 urgent Re-open
» Email Diarisaf tion
) Created [1 363790 E 363790(1)/2016/IT TRAINING Climate change study report reg:- 30/03/16 03:02 I=a Re-open
rea
b Sent
} Closed
+By Me
» Acknowledgement
+ Created
+Sent
» Recycle Bin
» Initiated Action
Files (3}
Migrate File =
LEGEND Priority M Out Today B Most Immediate Bl Immediate & Action Initiated wr VIP References
2.2 Files

A File is a collection of related records which comprises of Receipts, Noting,
Drafts, References, and Linked Files.

2.2.1 Creating a new electronic file in eFile

Create New option under the Files section helps the user to create an
Electronic File.

To create a New File user has to perform the following steps:

1. Click on Create New option from the Left navigation panel under the File
section, as a result, File Cover Page screen appears. (Fig.eFile.5) Add File
No.

2. Enter the necessary details on the File Cover Page. Subject Description is a
Mandatory field along with File No

3. After filling the necessary details, click the Continue Working

( ) button to create a new file.
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As a result, file gets created, along with a unique file number based on the selection
of heads. (Fig.eFile.5.1)

Choose one w

Continue Working »

Fig.eFile.5

= eFile Version 5504 R - vanced | O @

Computer No: 156292 File No: TEST1/18/2018-1TD Subject: Administration

| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send | Attachment | More | Quick View ‘
_— o+

LI e | Recent | AT ) ore

B |add Green Note | = |Add Yellow Note of = =+ Automatic Zoom *

Fig.eFile.5.1
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User can perform 11 different operations on a file, For instance:

Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send | Attachment | More

a)

b)

f)

9)
h)
1)
)
K)

Noting — With the help of this feature user can view the existing notes in a
file. There are three different view options (View by Name, View by Date and
View All) available for the user.
Correspondence — With the help of this feature user can attach
correspondence/ Receipt to the working File.
Draft — With the help of this feature user can create New Draft and View
existing Drafts in the File.
Reference — With the help of this feature user can attach references
corresponding to the working File.
Link — With the help of this feature user can Link and delink other eFile(s)
to the working file. It contains 2 sub links:
Internal Files: - This sub link helps the user to link/delink any other file
from within the Organisation
Linked In Files: - This sub link helps the user to view other Files that are
linked from some other Organisation with the working file.
Details — With the help of this feature user can view the details file and also
can view the total number of part files created.
Movements — With the help of this feature user can have a track on the
Running File and can view all the movements.

Edit — With the help of this feature user can make changes to the cover page
of existing running file except the Basic and corresponding Heads.

Send — With the help of this feature user can send the File to the Recipient.
Attachment —With the help of this feature the user can attach other related
Files or Receipts to the working file.

More — With the help of this feature user can Park or Close the working file.

2.2.2 Sending the File for further actions

By clicking on Send option the user can send the created file to other user to

work at a later stage. As a result, the following send window appears (Fig.eFile.6).
By providing the user address in ‘To’ field (Mandatory) the user can send the file for
further actions.

Fig.eFile.6
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Set Due Date — Used to provide a due date indication to the recipient.
Action — Indication given to the recipient what action has to performed on File

Priority — The user can set the priority to process the File. (Immediate, Most
Immediate, Out Today)

Remarks — Remarks can be typed (if required) while sending the File.

All the above said entries are optional except ‘T0” field. The user can also provide a
notification alert through email/sms to the recipient.

2.2.3 Inbox

Inbox option contains the list of all the Files that are received by the user for
further actions. User has to click the File No. to view the Content of the file
(Notes/Correspondence/Draft etc.).

The following Fig.eFile.7 shows the File inbox listing Screen.

= eFile Version 5.5 04 Search FSI Advance: d | 0 @

| Date Range : 10/10/2017 To 05/01/2018
Receipts = | Receive | Send Back | Send | View | Move To | More | Hierarchical View | My Files - |
Files =] O ~ Computer No File Number N Subject ~ Sent By ~ Sent On ~Due On~ Read On v Remarks *
» Inbox (5 E 155637 . accountss SO-IT,IT 05/01/18 12:38 -
b TEST1/1254/2017-ITD B
+g‘u°bsr‘r;‘w;tii;ﬂ:§aflar O E 156287 TEST1/14/2018-1TD =) newfile ASST-ITD,IT 04/01/18 02:37 - 04/01/18 02:40 ]
[m] E 156285 TesTi/1zs2018-1mo L 4 newfilel ASST-ITD,IT 04/01/18 02:05 - 04/01/18 02:10 B
» Created m] E 156277 TesTiiorzoigrmo [t New file US-ITIT 03/01/18 03:32 - 03/01/18 03:34 ]
Draft:
» Drafts m] E 156245 TEST1/1374/2017-ITD &7 1T Department ASST-ITD,IT 27/12/17 03:14 - 27/12/17 03:20 B
Completed
= eme [m] E 153954 TESTi/771/2017-T0 53 common SO-IT,IT 27/12/17 12:42 - 27/12/17 12:45 B
» Parked 0 E 156111 TEST1/1367/2017-1TD abed SO-IT,IT 21/12/17 10:53 - 21/12/17 10:54 ]
» Approval Requests m} E 153964 TEST1/774/2017-1T0 5 547 genera | transfer ASST-ITD,IT 18/12/17 02:54 - 18/12/17 02:55 ]
» Closed [m] E 155954 TEST1/1361/2017-1TD dgbv SO-IT,IT 15/12/17 03:51 - B
» By Me m] E 155952 TESTi/1359/2017-1TD 5 Test CA-IT,IT 15/12/17 03:02 - ]
Submitted Filesfor | [] M1 E 155945 TEST1/1358/2017-1TD rural development CA-ITIT 15/12/17 02:48 - 15/12/17 02:48 B
* Reopening Approval
[m] E 155398 TEST1/1355/2017-1TD Animal Husbandry Department ASSTITD,IT 13/12/17 02:03 - 13/12/17 02:05 ]
» RMS Inbax =] P 155840 TEST1/1342/2017-ITD fghfguhgyj SO-ITIT 04/12/17 12:47 - 04/12/17 12:50 B
» Sent m} E 155824 TESTi/1335/2017-170 & abeytuu y7 IS-ITIT 29/11/17 10:40 - 29/11/17 01:54 ]
¥ Conversions m} E 155775 TEST1/1306/2017-1T0 5 &7 report on climate change study SO-IT.IT 25/11/17 05:05 - 25/11/17 05:05 i) v
+ Drafts
» Completed
» | Craste N LEGEND Priority M OQutToday M Most Immediate M Immediate & Action Initiated i Other Department Er Files with Draft
reate New
[C} Draft Note Yellow Note External Files

Fig.eFile.7

=

m The Priority of the file (Blue — Out Today, Red — Most Immediate, Green
— Immediate)
The file with Yellow Note

= File with Draft

[* File with Note in draft Stage

& File with attachment (Other Files/Receipts)

2 The Remarks provided by the sender while sending the file can be viewed
by clicking on this icon.

I e
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User can perform 12 different operations on a file, which is opened form the
inbox

| Send | Send Back | Putin aFile | Copy | Dispatch | Details | Movements | Edit | Close | View Draft | Attach File | Attach Receipt |

2.2.4 Various actions performed in an electronic file

The various operations that can be performed on electronic file which is opened from
the Inbox are as follows (Fig.eFile.8).

H eFile Version 550 Advanced | 0 @

Computer No: 153981 File No: DIRECT/591/2017-C5-C Subject: Land Assignment ﬁ
| Nating | Carrespondence | Draft | References | Link | Detals | Movements | Edit | Send Back | Send | Attachment | Mare ( d)
+ i (0 -
4 P ( ToC M Recent W Al ](Prevmus Nutmgs} p x

B AddGreenote | = AddVellow Note # ¢ | 14 of 4 Note(s) » » = ' afomlc ioom -
PR il | ~
ﬁm} | W nemp2m
H ' IO s LBNASRS daajieim,
c:mmgmmmnﬂmamﬂ 00 m}mﬂm&”ﬂ.}- Wil ey, g, allid - sanm,
Gaand ; 0474 1794961,
- 06/07/2017 11:40 AM (5CDR g-anuls ddokin@gmil.com
(C5-C-DIR) fho; li-3ts oot w0200
Note 42 RO pnnlys) ADBAGSA,
: ook

Fig.eFile.8

() Writing Green Note

Commonly used method for writing notes in a file. Green Note cannot
modify/delete/cancel after the file is forwarded for further actions.

The user can use ‘Add Green Note’ Button to write the green note in a file.
User will be getting an editor with limited formatting tools; and can type the notes in
English as well as in local language (Malayalam). The typed notes will be auto saved.

(b) Writing Yellow Note

Rarely used mechanism for writing note in a file. It is rough noting
mechanism. The yellow note can be Edited/Discarded/Confirmed. Once the yellow
note gets confirmed, noting gets finalized and saved to main Green sheet noting of
File.

National Informatics Centre (NIC) Page 12



eOffice Quick Reference Manual

The user can use ‘Add Yellow Note’ Button to write the yellow note in a file.
User will be getting an editor with limited formatting tools; and can type the notes in
English as well as in local language (Malayalam). The typed notes will be auto saved.

At a time only one noting will be active, either yellow note or Main Green
sheet note.

(c) Viewing the previous note

While typing the new note (green/yellow) in file the user can view the
previous notes of the file by clicking on the ‘Previous Notings’ Button.

(d) Quick view Button

By using this tool, the user can view the Correspondence/ Draft/Previous
Notes of the file in separate window while typing the new note (green/Yellow). A
convenient mechanism to view the file’s Note, correspondence and Draft
simultaneously.

(e) TOC/Recent/All

TOC — Table of Content of Correspondence/Issues in the File. (List view)
Recent — This options shows the recently attached Correspondence/
Issues in the File.

All — This option shows all the Correspondence/Issues in the File.

2.2.5 Creating a new Draft in a File

To create a new draft in a file first the user has to open the concerned file and
chose the link Draft — Create new Draft; as a result the following window with a
word editor will be opened (Fig.eFile.9) then perform the following steps.

1. Provide the Meta data about the draft by entering the entire mandatory field
in ‘Draft details’ and ‘Communication details’ category.
2. The user can prepare the draft by opting any one of the three methods
available.
(i)  Directly typing the draft content in editor itself
(i)  Choose the draft template from the ‘Choose From Template’
option and add the draft content in it.
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(iii)  Use the ‘Upload File’ option to upload the draft file prepared
separately by using Microsoft Word / Open Office word
processing applications

3. Click on ‘Save’ Button to save the draft. (Draft’s are not auto saved like notes)

The user can use ‘Quick View’ option to view the notes file/correspondence
file/other drafts in file while preparing the draft.

To attach any other supporting document along with draft the user can use
‘Attach File’ option.

E eFile verion 55,04 PN - | () @ ©
-

Computer No: 153281 File No: DIRECT/551/2017-C5-C  Subject: Land Assignment M
| Naoting | Correspondence | Draft | References | Link | Detalls | Movements | Edit | Send Back | Send | Attachment | More | ‘
Method 2 |
New Draft Page Size| A4 g, Choose from Template(s) Jiy |Draft Details |
. u - f v v
BIUS EEZE Fomasv LineHeight ~ Paragaph ~  pratod 3 Draft Type New/Fresh Classified Choose one
Verdana . - Draft Nature® Choose One ~ | Prefix Choose One
ErE-EE 4 A XDhE R Xixl_Q© g 1. Languags* English v
LE- A~ A~ & 3 Englsh~ B "% Land Assignment
A Subject *
Method 1 : Direct typing the draft content Total 1000 | 985  characters left.
Communication Details
e—————————————
Ministry Choose one
Department Choose one
Name Designation
Organization
Address 1~
ﬂ Address 2
Country INDIA v State Kerala v
City Pincode
Mobile Landline
Fax Email
Add More Recipient(s) ~ Clear
Attachments
Note :

Use #ApprovedBy# For Approver Info.
& Use #ApprovedByName# For Approver Name

< L4 Use #ApprovedByDesignation# For Approver Designati
. Use #ApprovedBy SectionName# For Approver Section Name.
p»span Words: 0‘ Use #ApprovedDate# For Date of Approval.

Use #DocumentNumber#For Document Number.

Save

Fig.eFile.9

2.2.6 Approving and dispatching the draft

To approve a draft in file the authorised user has to open the concerned file
first. Then by using link ‘Draft — View draft’ the user can open the draft by clicking
on the draft No. As a result the user can view the draft content and the Meta data
about the draft in the following screen (Fig.eFile.10).
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1.

The user can use ‘Edit’ button to edit the draft content as well as the Meta
data about the draft before approving if necessary. The user can use ‘Quick
View’ option to view the notes file/correspondence file/other drafts in file
while editing the draft content. If the draft’s get edited the user can use the
“Save” Button save the draft.

By clicking on the ‘Approve’ button the user can approve the draft. One
the draft get approved no further change can be possible in the approved
draft.

= eFile version 5504 T - () @ @

Computer No: 153981 File No: DIRECT/S91/2017-C5-C  Subject: Land Assignment

| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send | Attachment | More | [ quick view ]
Draft No. : DFA/139948 - V 1.0 Draft Status : DFA El w Approve.
Draft Details 2 ' 1
Tt Draft Type Reply Classified Choose one
Draft Nature* Letter Prefix Choose one
Language* English
Life Mission
Subject *

Total 1000 | 588  characters left.

& 705601(2)/2017/T
GOVERNMENT OF KERALA Receipt Number : Reply Type Choose one
o
No:DIRECT/591/2017-C5-C
Department Communication Details
Thiuvananthapuram,
Dated:#ApprovedDates Ministry T
Depatment Choose cne
to &
|, SecmEsy to Govenment Name Panchayath deputy direcatr Designation
sw,

Organization
Sub: Life Mission I Address 1+ Thiruvanathapuram
Ref:

Address 2
UIFE mission of Govemment of Kerala is aimed at providing house to all Pouseless Country 2R State [==h
famiies in the state. The mission envisages award of financial assistance (3.5 lakhs c fincod
for General, 4.0 lakns for SC/Fishermen and actual cost for ST familes) to those ity incode
houseless families who are in possession of land. For those who are landless (and Mobi Landi
houseless) mission wil construct flats/ apartments and wil handover keys to the obile andline
beneficiaries. LIFE mission Is special and dfferert as & aims not only to provide
houses, but ako envisages providing sustainable Iveliood for the familes by Fax Email

viding skl

providig sidl traning. Add More Recipient(s) ~ Clear

Vaurs Fathuly.

Fig.eFile.10

An approved draft can be dispatched. As result the user will be getting a dispatched
window as follows (Fig.eFile.11).

— - -
| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send | Attachment | More | ‘
Draft No. : DFA/139948 - \/ 1.0 Draft Status : Approved

]
Draft Details
e Draft Type: Reply Classified Choose one
File No.DIRECTIS9172017-C5.C. - Draft Nature Letter Prefix Chaose one
Language® English
Life Mission
Subject *
Total 1000 | 988 characters left.
o 705601(2)/2017AT
GOVERNMENT OF KERALA Receipt Number , Reply Type Chaose one
=
No:DIRECT/591/2017-C5-C
rtment Communication Details
Thinwaranthapuram,
Dated:05/01/2018 Ministry G Ee
Department Choose one
to G
Secsetary to Governmert Name Panchayath deputy direcotr Designation
sv,
Organization
Sub: Life Mission ] Address 1+ Thiruvanathapuram
"
Re Address 2
LIFE mission of Gavemment of Kerola is aimed at providing house to all houseless. Country INDIA State Kerala
famies in the state. The mission envisages award of financlal assistance (3.5 lakis. o Pincod
for General, 4.0 lakhs for SC/Fishermen and actual cost for ST familes) to those ity incode
Pouseless familes who are in possession of land. For those who are landiess (and Mosil Landi
houseless) mission wil construct flats/ apartments and wil handover keys to the. lobile andline
beneficares. LIFE mission is specil and dfferent s & aims not oy to provide
houses, bu also envisages providing sustanable IveMood for the fomiies by Fax Email
providing kil training. Add More Recipient(s) | Clear
Vours Fakhiuly,
50-1T
secTion orraceR Attachments B
Far Secretary to Government
Approved for Issue,
Note :
Section Officer. Use #ApprovedBy# For Approver Info
Use #ApprovedByName# For Approver Name
~|  Use #ApprovedByDesignation# For Approver Designation.

Uss #ApprovedBySectionName# For Apprper Section Name.
Use #ApprovedDate# For Date of Approval.] | 1 2
Use #DocumentNumbe ré#For Document Ni V. ber.

Dispaich By Self | Dispatch By CRU | DSC Sign
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1. Dispatch by Self — The user can self Dispatch the approved draft
2. Dispatch by CRU — The user can dispatch the approved draft through CRU.
(Central Registry Unit/Dispatch section).

2.2.7 Closing the file

To close a file the user can use the close option from the | more |  Link.
More — Close File — Close.

As a result the following window (Fig.eFile.12) will appear. After providing
the closing remarks the user can ‘Close’ button to close the file.

A2/161/2016-ITD

™ chooea ona |

Fig.eFile.12

2.2.8 Linking and Attaching of Files/Receipts

Link a File

In eOffice, a file can be linked to another file (may be AD file or the section
file itself). While linking, a copy of the file is attached to the corresponding file and
not the original file. The original file remains in the Inbox itself.
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Open the file from inbox list by clicking on file No. which is to be processed
by linking another file. Then perform the following steps.

1. Click on option ‘Link’

2. Choose the first option “Internal files”

Computer No: 154339  File No: TEST1/910/2017-1TD %

= eFile version 5.5_04 Search Fl Advanced | @ @

Subject: Ping Report

| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send |Attachment | More |

Quick Noting + | [5] X Internal Files

- ——

Referred In Files
Last Saved 05-01-2018 03:10:45 PM

B 7 U S EE =EE fFomats~

Fig.eFile.13

~
* For referencing correspondence, lick on "All" tab.

Line Height ~  Paragraph ~
serif > 16px -
ErE-EE 6§ aX¥ha B XX -0Q06 I%
Lim~- A~ A~ & 5 Engish @ -3
h’est - Linking....
File A

!

2 e

(" Toc ) Recent || Al ) Previous Notings |

= + Automatic Zoom *

File No.AHD/1126/2017-K2

PROCEEDINGS OF THE DIRECTOR OF ANIMAL HUSBANDRY, VIKAS BHAVAN,

Animal Husbnadry Department - Establishment - Sri Aboo.C.P, Chemist, CDIO Palode

reverted as Assistant Field Officer and posted at Emakulam District - Sanctioned — Orders issued
[MDM&WOI?-Q

Dated, 16.01.2017.

Read - 1. G O(P)No.183/06/AD dated 11.04.1996

2. Letter No.C-1994/2016/Estt. Dated, 02.11.2016 of the Chief Disease
Investigation Officer, Palode

3. This office circular of even No. Dated 28/11/2016.

3. A new window (Link/Delink) appears on the right side. Click on “Attach”

= eFile version 5.5 04 Search

Computer No: 154339  File No: TEST1/210/2017-1TD [5¢ Subject: Fing Report

PSR Advanced | @ @

| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send |Attachment | More |

Quick Noting + |E| x

Test - Linking....
File A

© ~=

f

[ Gui vew
[ TC | Recent | Al ) Prewious Notings | e,

Last Saved 05-01-2018 03:15:13 PM O T T e, T T ety | Link/Delink

B J US E E == Fomas~ LneHeight ~ Paragraph ~ Choose One [«

Verdana - ldpx . O ~ File Number ~ Subject v -

= = Attach

E-E-EE N0 aXDhB B XX -Q0 % [ptaen ]

I B~ A~ A - & } English~

|'

Fig.eFile.14

4. Select the file which is to be linked from the list of files which are there in your

‘inbox’ or ‘completed’ folders displayed in the new window.
5. Then Click on “Attach” Button.
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= eFile Version 5.5 01 szarch L G)

Computer No: 154339  File No: TEST1/910/2017-1TD @ Subject: Ping Report

,A.ltadmm | More
Search File For Atiach [ 7€ ) Recent ) Al |[Previous Notings | a8
Year 2018 ~ Search Link/Delink
E— ink/Delin
Computer No File Number Subject
QE 156290 TEST1/17/2018-1TD ahsdyyuwagbdwg - -
O ~ File Number ~ Subject 7 7
Olufi—y 156289 TEST1/16/2018-1TD FPyYWSYYYYYYYYYYyyyyyd
Attach

QE 156287 TEST1/14/2018-1TD newfile

QE 156285 TEST1/13/2018-1TD newfilel

QE 156277 TEST1/10/2018-1TD New file

Attach

<<l >>> 1

6. The list of Linked files is shown in right hand side with file nos.

= | epile woimss N - | () ©

Computer No: 154339 File No: TEST1/910/2017-1TD B Subject: Fing Report
‘ Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send | Attachment | More | ‘
Qulck Nong v []) X f ToC N- Recent N’ Al ]fPreviaus Nutings]
A . '
Last Saved 05-01-2018 03:24:04 PM * For referencing correspondence, dlick on "All" tab. Link/Delink
BJUS EXEEE Fomats~ LneHeight ~ Pamgraph  ~ Choose One v
Verdana v | . O = File Number ~ Subject v
= o o % B IESTLA42018-TID newfile
EvE-EE A aXDEB A XX =005 T -
Attacl
LE'A'A'@EEHQMSh' @v(
A
Test - Linking....
File A
Fig.eFile.16

7. The linked file can be viewed in read only mode in a new window by clicking
on the file no.

Delink a File

Open the file from inbox list by clicking on file No. Then perform the following
steps.

1. Click on option ‘Link’
2. Choose the first option “Internal files”
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3. Click the check box near the file number
4. From the “Choose one” option select ‘Delink’
5. A confirmation message appears and click “OK” to delink the file.

= e pr—mn 0 © ©

Computer No: 154339  File No: TEST1/910/2017-1TD % Subject: Ping R =
| Noting | Correspondence | Draft | References | Link | Details | Movements File delink alert |
Quick Noting - | (] 6 Are you sure to delink the document Al gy
oK Cancel ) )
Last Saved 05-01-2018 03:31:05 PM * For referencing correspondel Link/Delink
B 7 U S E E EE Fomats~ LneHeight ~ Paragraph ~ Delink v
serif -~ 16px - 5 O ~ File Number ~ Subject - -
— _ E TEST1/14/2018-1TD newfile
E-E-EE & A Xl H x X —0Q0060 J% T
LmE- A-BA- &3 edih- ©-¢ = 4
~ 3
Test - Linking....
File A
1]

Fig.eFile.17

Attach a File

Attach file mechanism can be used to process a transfer file from one section
to other section or it can be used to process a reference file coming from another
department. The original file will be attached to the routine file when the users do
this process. The attached file should be detached to close the routine file.

1. After Opening the routine file, click on the option Attachment — File

= eFile version 5.5 04 Search IS Advanced | G) @

Computer No: 154332 File No: TEST1/$10/2017-1TD 52 Subject: Ping Report *
‘ Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send |Attachment | More |

Quick Noting = \a x

R Previous Notings | oI
Last Saved 05-01-2018 03:37:23 PM * For referencing cerrespondence, click on "All" tab. 2 = +  Automatic Zoom *
B 7 US E E =E = Fomas~ LineHeight ~  Paragraph ~ File No.AHD/1126/2017-K2
serif +  16px - aase

E-EC-EE & a XD B X, X —-—0Q00 I
LiE- A-A- ®H Egishe @ -2

PROCEEDINGS OF THE DIRECTOR OF ANIMAL HUSBANDRY, VIKAS BHAVAN,
THIRUVANANTHAPURAM

. Animal Husbnadry Department - Establishment - S Aboo.C P, Chemist, CDIO Palode
Te<r - |l inkina

Fig.eFile.18

2. Click on Attach File

= eFile version5.5_0a Search Advanced | 0 . @

Computer No: 154333 File No: TEST1/210/2017-1TD [3  Subject: Fing Report

‘ Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send ‘Attachment | More | |
File Number : TEST1/910/2017-TTD Subject : Ping Report

Opening Date : 29/07/17 10:38 Remarks :

Main Category : Sub Category :

Previous Reference : Later Reference :

Attached / Detached File(s) [ Attach File Detach File

O ~CNo. ~ File Number ~ Subject ~ Attached By ~ Attached Date ~ Attached Remarks ~ Detached By ~ Detached DET ~ Detached Remarks -

Fig.eFile.19
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3. Select the file to be attached from list and click on Attach button, give the remark
and click ‘OK’

= eFile version 5.5 04 Search FSBl Advanced | o

Computer No: 154339 File No: TEST1/910/2017-ITD % Subject: Ping Report

" Noting | Ci dence | Draft | | Lﬂ File attach alert
EEERE AL DR Are you suidto Attach the file?
File Number : TEST1/910/2017-ITD PR @
Opening Date : 29/07/17 10:38 Year 2018 -~
Main Category : comi] Remarks ™ ject
Previous Reference : ocE 1562 dyvuwagbdwa
O E 1562 YWSYYYYYYYYYYYYYY Y4
. oK Cancel
Attached / Detached File(s) OE 1562 === ok | il Attach File Detach File
O ~CNo. ~ File Number -subject -4 OF b : hed Date ~ Detached Remarks -~
Oy 156277 TEST1/10/2018-ITD New file
<< <l B e

Fig.eFile.20

4. The attached file’s details will listed as shown in (Fig.eFile.21) below. The file
can be opened in separate window in read only mode by clicking on file no

Computer No: 15433% File No: TEST1/210/2017-1TD Ié Subject: Ping Report

e e — o)

| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send | Attachment | More |

File Number : TEST1/910/2017-ITD Subject : Ping Report

Opening Date : 29/07/17 10:38 Remarks :

Main Category : Sub Category :

Previous Reference : Later Reference :
Attached / Detached File(s) Attach File Detach File
O ~ CNo. ~ Eile Number ~ Subject ~ Attached By ~ Attached Date ~ Attached Remarks ~ Detached By ~ Detached Date ~ Detached Remarks

[] E 156277 TE5T1f1ﬂ[2cl1B-lTD New file S0-1T 05/01/18 03:48 attach

Fig.eFile.21
Detach a File

1. After opening the file click on ‘Attachment ->File’, Select the file to be
detached from list and click ‘Detach File’.

= eFile version 5.5 04 Search oIl Advanced | G) @

Computer No: 154338 File No: TEST1/910/2017-1TD B  Subject: Ping Report ‘ ﬁ
| Noting | Correspondence | Draft | References | Link | Details | Movements | Edit | Send Back | Send ‘Attachment | More | ‘
=" File L1
File Number : TEST1/910/2017-TTD Subject :
Receipt
Opening Date : 29/07/17 10:38 Remarks :

Main Category : Sub Category :
Previous Reference : Later Reference :

Attached / Detached File(s)

Attach File Detach File

O ~ CNo. ~ Eile Number ~ Subject  ~ Attached By ~ Attached Date ~ Attached Remarks ~ Detached By ~ Detached Date ~ Detached Remarks =+
E 156277 IEST1/10/2018-1TD New file 50-1T 05/01/18 03:48 attach

if

Fig.eFile.22
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2. Give the remarks and click ‘OK’. The detached file be stored back to inbox

= eFile Version5.5_04 Search

Computer No: 154339 File No: TEST1/910/2017-1TD [ Subject: Ping Report

| Noting | Correspendence | Draft | References | Link | Details | Movements
File Number : TEST1/910/2017-ITD
Opening Date : 29/07/17 10:38
Main Category :

Previous Reference :

Attached / Detached File(s)
a ~ CNo.
M E 156277

~ Eile Number
TESTL/10/2018-1TD

~ Attached By
SQ-IT

~ Subject
New file

File detach alert

o Advanced | G) @

[¥]

Are you sure to detach the file

/=

Remarks *

o

5 o | e ]

05/01/18 03:48 attach

Fig.eFile.23

| _quakvien |

Attach File Detach File

~ Detached By ~ Detached Date ~ Detached Remarks

2.3 File Migration

File Migration is the process of converting the old physical files in to
electronic files which can be processed in eOffice application. To Migrate file the

user can perform the following

steps.

Follow Stepl if doing file migration first time else follow step2.

1. Click on "Folder Permission™ under “Migrate File" option in the eOffice main
menu to set folder permission to the user in Document server of the eFile
application to access the concerned old physical files which are scanned and
stored in the server. Click on “Save” Button after choosing the department,
section, name and file folder from the drop down list (Fig.eFile.24). After
setting the folder permission (one time process) perform the following steps.

E eFile Version55 04

ot 1) @ §

Permission for section to the user for migration
Receipts ]
Department IT DEPARTMENT v
Fil E
= = Secton TTRANNGT »
Migrate Fil =
] A ACSIT - ACSHT y
} Create New
y Created Folders
+ Draft O | &&00K A
+ Completed O 5 Admin
Falder u ND
Permissions O S asstrg!
: s g U8
Dispat +
e = 0 egmEso
Dispatch [+ H 55
DSC & u E
d 509
Settings [+ 0 98
Notification  [%) H o .
Ext Department [+ Save
- I
Fig.eFile.24
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2. Select "Create New" option in "Migrate File" menu. Choose your seat number
in the "File Number" option.

E eFile Version 5.5 04 Search

o 0 @)

Receipts ®
Files ®
Migrate File =

» Create New

-+ Draft Choose One ~
» Completed BW-D2-Fin. BW-D2
b Folder Permissions BW-E1-Fin. BW-E1
Dispatch & ADMM-A1-Fin. Admn-Al
TEr & ADMN-A2-Fin. Admn-A2
ADMN-A3-Fin. Admn-A3
DSC =
. ADMN-A4-Fin. Admn-Ad
Settings £
ADMN-B1-Fin. Admn-B1
Notification = .
ADMN-B2-Fin. Admn-82
Ext Department [ ADMN-B3-Fin. Admn-83

ADMN-B4-Fin. Admn-84
ADMN-C1-Fin. Admn-C1
ADMN-C2-Fin. Admn-C2
ADMN-C3-Fin. Admn-C3
EXP-A1-Fin. Exp-Al

Fig.eFile.25

3. Click the "Browse" button to select the file for migration. Select the file from
the list which is to be migrated. You can use the file search facility to search
the file by providing the Physical file number in the "Search" box. Then click
the “Import” button.

b Creates CECRCHER e Ea 28
+ Draft
« Compits ] Bowse

» Folder Pesmissions

Dispatch =
Search File

Dispatch =
0S¢ ) .
— s Sections File Number

-

— Finance-Estt-C4
Notification = 23975\ Estx-CA013\Fin

TSABL\ESTT-CA\ 20100 Fin

Ext Department (<) 3

- ”3‘?757{5;:'.{4‘.2013!--'1

0775\ Este-Ca\ 2012\ Fin
43675 6s0-CA\ 2014\ Fin
19756\ Este-CH\ 01 WFIN
$5750-Est2-C4-2013-Fin
19756\ Estr-Ca\ 201 3\ Fin
87573 Es-CA\01 2 Fin
19756\ Este-C4\ 201 3\Fin

Fig.eFile.26
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A new panel will appear on the left side showing 'source' on the upper side and
'Destination’ on the lower side. Now we've to transfer the scanned documents from

the source (Server) side

eFile version5.5 04

to the Destination (efile) side. (Fig.eFile.27).

Receipts (¥) | | Seurce Files
Files = ||/ ISSUE [ select Al
_ = C9-Notes-2016-45840-6.pdf
Wi de =] | [RECEIPT == T
} Create New
» Draft
» Completed (C9-45840-16 Browse
b Folder Permissions
Dispatch =
Dispatch ]
L = Choose One
= - +
s @ o
Notification = Destination Files
Ext Department [+] Issue
ote
Receipt u
Reference
Verify Details

Fig.eFile.27

4. Click on the Notes folder in the Source Side and select all the scanned files.
Click the 'Notes' folder in Destination side and click the Down arrow Symbol
in the middle. Continue these steps for all the 'Receipts’, 'lIssues’ and
'‘References’ if any. Now enter the details of the file like 'Description’,
‘Category' and 'Opening Date'. Then click the 'Continue Working' button. As a
result the following window appears.

5. Enter the metadata for the receipt and issues (Mandatory Fields should be
filled) by clicking the 'Edit' icon corresponding to it as shown (Fig.eFile.28).

» Foldar Permissions

Dispatch (=)
Dispatch (£3]
osc = L’-, -
Settings & £22

K
Motification = | :{ ¥ e
Ext Dopartmont (%] ‘

[Py Aequest Re adv Levoal Evnelade., b

| NewFileNo: Number not generated Oid File No:

Rgctear o Hgh Gout 35 buela

Shpect b b led by o DT By
. WPC hes Laese presenlis] i

P Adv BT Moo n ich vt fo bt
Peph b te Bwt Acjorded. Hewe i
S Krgastial cppow beloe de cod el
Bl Ade v rvoc suleised by Ld

75484/ESTT-C4/2010/Fin

e & Notings | correspondences | References edt | mnalize migration
Files = Migrated Table of Content
ShgrarE TS c s N\ SINo Correspondence No  Subject Type  SentBy Actions
b Create New < =
» created B R L £ 1.pdr N/A Recept  N/A > ﬁ [+ [+ |
Soles axloe
+ Completed Subs WP() 20266 of 2010 Fled by [ Save Sequence

5m.PT Baby agodsl the
order of Acmsteling Vesndor

Leense b o1 ¢y Damodlarn

0 ety e bhe bl xeeived
" infvened

& Wbc en Hhe

Ane Court™

D G e <boe

tivewmazlavies e
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6. After filling the Meta data, click the 'Generate' button (Fig.eFile.29). After
generating the receipts and issues click the 'Finalize migration' option.

eFile e tue spnem

= '.m

p— O] Mengs | l Frisee Mg won !
o - Upload(Only POF upto 60 MDY Diary Detalts
Sorate Pile =) Closalcy Chosse wire =] Languege Englah -]
Cedery
» Croate Vew U.:-‘.\:' 0y risns =l Lotter et Mo
» Crastod
N FHE S COURT OF SOIATLEEOF T SIATE OF KERALA kg
e P ) e Cv s I Fie Number  TS4LESTT-C420104
_/,{,Af Type® Lemar =l  Letver Date 2]
Recives b2l Diary Dase caCADNS
83 7 S Date
17 i eyt o
Clapatzh 2 O / vie Choowe cne -l oy Choose One -
i i { Yor” Hanas i
o - s Iy .
itw A rs VIR N Chooss one -
- ige - T I
o ey ek B PG by, S prisrand Sy Advasen Contact Detalis Add 1o Address Book
norsicaran - - /e RS
v - Mawstry Choose one -
— . - A ot P =
Cupartront | Choose cne -
Yo 63 Sany oot e APy Bt (. Come S0y Ied your =
Avecen o0 Bowrgh semeres swherised By Ww N IRAIIAN Tow A8 e ” o s
. T s v be el e S, [10] 1D ame® 7Y bicaamecs’.
¥ O panceten
ANt of s gl W wny Sl b Pl w bl "‘*"A‘d
[O—p— Adaress |
™ Ao D
d ot oy
LT P X < -I A Courtry NOIA - ate Voor s -
[T Langtre
Ermat

Category & Subject

Mar Catogory”  nance -

} Croose One =

WM C) 29208 of 2010

0 Caregory

Endomsres

P - |

Fig.eFile.29

7. Click the “OK” button in the Confirmation box that appears. Migrated file is
created and the Migrated Notes will be shown as a link in the Noting side and
the receipts will be shown in the correspondence side.

Computar Na: 84357 _Fila No: Extt-

36/2015-FIN _Old Filo'No 75484/ESTT-C4/2010/Fin __Subject: Wh(c) 20368 of 2010 filed by Sri. 0.3. Baby

ST (@ | [ Meting | Correspondence | Dfaft | ences | Lnk | Detalls | Movements | Edit | Send | Attachment | More |
Files = & Pl *» (T 7ec (" meeent (AN ( Previous Notings OIS
R = Bl |Add Green Note | =/ |Add Yellow Note
» Create New
o RS 186407/ 2015/FIN-ESTILGom 157 1099

eated FileUploads1430R079114821 .pdf .

Dt 05/05/20 L 0R PM ASWATHY P IN THE HIGH COURT l"'nbsélj’l)ﬂ T“"?X:Tl OF KERALA

o Compiad Migrated Notings ((ESTT-C4,FIN)) ® *ro =
» Folder Permissions ; Z|é

I Prutoner BT

Dispatch =
Dispatch =
DsC =]
Settings =
Notification E3]
Ext Dapartment (%] e betalf of 1w petwidne

You arr hareby roprsted 0 appeiy budors Ous Cown aither theou;
Advocate or
manr. The case will S posd am o ster 7019

Diough somerne satimited by law te

Teprerent
lio,

Alfiduvis of he reqpendent if 3wy sueld be Bind within
e

L Vowrs fachiyliy,
Jeole R A

¥
mln Court of Kerale, ———
Emakuam

To Regurar

Fig.eFile.30
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2.4 Other useful features available in eFile

There many other useful feature available with eFile. Few are explained
bellow.

2.4.1 Searching and Tracking of Files/Receipts/Dispatch

By using “Advanced” search option the user can search all the
files/Receipts/Dispatch which are all processed in eFile.

= eFile Version 5.5 04 Search Il advanced | () @
Receipt Dispatch

ﬁCrealmn YeaﬁZCHE ﬁ Origin | Internal v

Nature | All " Physical Scope | Section v Electronic
Scope

Section hd

Basic Parameters Advance Parameters

Computer No File No. Subject

Output Fields: Clan [ Computer No FIFile Mo [ Subject I Location [ Opening Date M Currently With M section

Day(s) [ status [ Closing Remarks
Search Files

[] Department [ Forward Remark M Pending

Fig.eFile.31

The user can search the Files, Receipts, and Dispatch by using the tabs ‘File’,
‘Receipt’ and ‘Dispatch’ respectively.

By providing the ‘basic parameters’ like Computer No./File No./Receipt
No./Dispatch No. or Subject the user can track the records.

User can also use ‘Advanced Parameter’ to search and track the records more
precisely and effectively.

E eFile version 5.5_04 Search L Advance: d | 0 @
Receipt Dispatch

Creation Year | 2018

Origin | Internal v
Nature | Al v Physical Scope | Section v Electronic | . ction v
Scope
Basic Parameters Advance Parameters
Computer No File No Subject
Category | Select Main Category - Sub Category ~ Select Sub Category v Classified | Choose one v
Previous Reference Later Reference Creation Date ) i}
Old Phy File No
File Heads | Select Basic Head ~ Select Primary Head ~ Select Secondary Head ~ Select Tertiary Head v
Select Department ~ Select Section w
@® Received From  OSent To
Date E m Remarks Action | Choose one v
Output Fields: Oan £ Computer No E4File Na £ Subject 4 Location [J Opening Date & Currently With £ Section O Department 4 Farward Remark 4 Pending

Day(s) [ status O Closing Remarks

Fig.eFile.32
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2.4.2 Parking

The user can park the file using the park feature of eFile system. Parked link
contains a list of all the Files that are temporary closed and work will be done later

stage. Pendency of file will be removed if any file is parked. Parked files can be made
active at any point of time.

The files received in ‘Inbox’ can be parked by performing the following steps.

1. Open the file form the ‘Inbox’ by clicking on file number.

2. Click on the ‘Park File’ option in the ‘More’ link, as a result a parking
confirmation window appears

3. Provide the Parking due date and Parking Remarks and Click ‘OK’
Button.

The parked file will be listed in ‘Parked’ folder of the Main menu ‘Files’.

= eFile version 5.5 04 Search PR Advanced | G) @

Computer No: 154339  File No: TEST1/910/2017-1TD % Subject: Ping Report

“ Noting | C dence |Drait | | Link | Details | Movements ‘Edﬂ | Send Back | Send | Attachment | More |
[ Quick Ny — i Close File
Parking Confirmation —
Do you want to park the following file(s)? cllils
L5tS Computer No File No. Subject Park File History
B X | ~
154339 TEST1/910/20171TD Ping Repaort L Merge Details 2 NO.AHDM126/2017-K2 10111
Vel
= parking Due Date* lia)
; OF THE OF ANIMAL VIKAS BHAVAN
Lx THIRUVANANTHAPURAM

Parking Remarks® Animal Husbnadry Department - Establisnment - Sri.Aboo.C.P, Chemist, CDIO Palode
hveried as Assistant Field Officer and posted at Emakulam Disirict - Sancioned — Orders issued.

(o) No.avo/uzenzoira Dated, 16.01.2017.

Read - 1. G.O(F)No. 183/96/AD dated 11.04.1996.
2. Latter No.C-1994/2016/Estt. Dated, 02.11.2016 of the Chief Disease
Investigation Officer. Palode

3. This office Gircular of even No. Dated 28/11/2016.
4. G.O(F) No 506/P&ARD dated 22.02.2006.
5. Order No.K2-32766/2016/Estt. Dated 16.01.2017 of the Director of
Animal Husbandry, Thiruvananthapuram
6. Letter No.C-1994/2016 dated, 02/02/2017 of the Chief Disease
Investigation Officer. Palode.

Fig.eFile.33

The Parked files can be un parked

Parked Files
Receipts = Unparking Confirmation
Status | Due As On All
Files =
» Inbox (6) @
+ abed Unpark Remarks *
Submitted Files for
Closing Approval s (I‘io_mm + v Flle "k
» Created e | DK | | Eancel e
148759 E Azl Edit Due-Date
-+ Drafts ;
O 149141 E A2/103/2016-1Tp S2TNG new akshaya  56,00,5016 off Edit Due-Date
-+ Completed center
» Annrowval Ramects

Fig.eFile.34
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2.4.3 Pull Up

The pull up operation can be performed on both the Files and Receipts of
other user’s (in same section/in just one hierarchy down).

In case of Files this action can be performed on files which are there in other
user’s inbox/parked/personal folder created under inbox.

In case of Receipts this action can be performed on receipts which are there
in other user’s inbox/ personal folder created under inbox.

In order to pull up a file/receipt, a user needs to select a source user from the
Hierarchical View. By clicking on the hierarchical View list, the user can select the
name of concerned employee from whom the file/receipt is to be pulled up and also
to see the list of files to be pulled up.

Once the file (which is being pulled up) has been located, by using the Pull
up link/icon (pull) the user can Pull Up the file by providing Pull up reason in the
remarks window. (Fig.eFile.35).

e : 13/06/2016 To 08/09/2016
Receipts = | Pullup Wiew | Pull-Up Confirmation Hiararchiczl Viaw ASST-[TD,ASST-IT w |
= TIOUTET "
= - ue On v Read On ]

o Sl ;" DITEF + File Mumber Subiect Pl his file il move to yourinbag Semon Remark
* Inbox (£) - ﬁ
— . o e 27/06/16
| E 149437 CS-ADL/ /2016170 & =xam dem Full up oS Ll
+3bad 02:10
2:/06/16
Submitted Files for| [ sz156202006-1m0 svs e Py o
losing &ap o
Z3/05/16 ]
» a0 salary P, L]
- C: 07/07/1
- . Cancel fo7/
. O £ 149961 =nd 1ot pajarl
* Completed o 3/07/16 oo
11530
arked c 3 1307/ v
0 E 150543 dumm el 03:33 *
» Approval Requests 07/
e & 0 E 149029 Case ag; hachakary SO-ITIT ::-?i & B
Fig.eFile.35

As a result the pulled up file/receipt will be available now in file's/receipt’s inbox
of the user.

2.5 DSC (Digital Signature Certificate)

A Digital Signature Certificate that has the same legal recognition and validity as
handwritten signatures which implies a process of demonstrating the authenticity of
a digital message or document.

eOffice user has to get a digital signature (optional) in USB token from any of the
certifying authorities like Sify SafeScrypt, e-Mudhra, or (n)Code. For using the DSC
token the user has to register the DSC (one time process) using the option DSC
Registration under DSC section. To register a new DSC ‘Signing Certificate’ link
is used. The registered DSC information will be listed as shown in (Fig.eFile.36).
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| If slaning Certificate
Receipts +
Certificate Information
Files 4
_ | Mo, Certficate Type  Validty Enroll Date User Name Dehitivation Date
bl B Preatha V 5's e-Mudhra Sub G for Class 2 Individual
U e Signing 011218 02040 02/12(16 12127 DO-IT 09/08/17 0303 Ativate
L c &' dhra ub G for Class 2 Individual
P U §'s e-Mudhra Sub GA for Class 2 Indivi
. p LreamaluEeiiohia sub bATortlass SIENEUE coning 011316 0240 D3/03A170R05  OD-IT - Deadivate
Dispatch £ 20410
DSC E] I
} DSE Registration
Settings 4
Hotification 4
Ext: Department el
Fig.eFile.36

Note: User has to properly install drivers and the Java Packages for the DSC USB
Token in the system before registration.

3. Validating Digital Signature

If the Digital Signature is showing as a question mark with unknown validity,
right click the signature and Select "Validate Signature™ and perform the following
steps.

View Signed Yersion

Compare Signed Version to Current VYersion

Properties...

Fig.eFile.37

1. Click on "legal notice" from the new window
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2.

Signature Validation Status

Signature validity is UNKNOWRN,

- The Document has not been modified since this signature was applied.

- The Signer's Identity is unknown because it has not been included in your list of Trusted
Identities and none of its parent Certificates are Trusted Identities.

lLegaI Motice. Signature Properties... ] [ Close

Fig.eFile.38

Select "Signer legal notice

Signature Properties

-
% Signature validity is UNKNOWWR.
O

| Summary || Document || Signer | DatefTime | Legal |

when wvalidating digital signatures, vou should evaluate the version of the document that was signed
and the Signer Identity. Click Signer Legal Motice to review important information relating to Signer
Identity, including legal terms and conditions that apply should vou rely upon any signature created
using the Signer Identity.

You should always view the original signed document to see what was signed (yvou can do this by clicking
view Signed Yersion in the Document tab). Other tools available in the Document tab can help vou
analyze what has changed since the document was signed; however, these tools are not a substitute
For viewing the original signed document.

Some documents may contain content that can affect the document's on-screen and printed
presentation. You can get a description of such content by clicking ¥iew Document Integrity Properties.
In most cases the content is harmless (For example, a JavaScript used For Form calculations). ¥You should
wverify that a document with such content comes from a trusted source and that only permitted changes
have been made to it before trusting it.

[ Signer Legal Motice... J [ View Document Integrity Properties... J

Select The tab "Trust" Fig.eFile.39

Certificate Viewer

This dialog allows you ta view the details of a Certificate and its entire issuance chain. The
details shown correspond to the selected entry.

[ 1shows all certification paths Found

General || Details Revocation@Palicies Legal Mokice

Legal Disclaimer

walidation of a digitally signed document may require
Certificate-related services provided by independent
third-party service wendors (ses Issust's User Motice below).
Adobe does nok provide any warranties of any kind with
respeck ko digikally signed documents, Certificakes used ko
creats digitally signed documents, and any related services.
For Further infFormation, please rewview the Acrobat or Sdobe
Reader End User Licenss Agresment and the Issusr Certificake
Information and Policy Statement.

Certificate Policy Stakement
Issuer's User Mokice:

FokE awvailable

< I >
v The selecked certificate path is walid.

The path validation and revocation checks were done at 2014/09(25 12:17:57 +05'30"

f=]'4

Fig.eFile.40
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4. Click "Add to Trusted Identities" and press OK

Cer

cate VWiewer

This dialog allows you to wiew the details of a Certificate and its entire issuance chain. The
details shown correspond to the selected entry.

[ showe all certification paths Found
Seneral || Details | Rewocation | Truske Policies || Legal Mokbice

This certificate is nok truskted.

Trusk Sekkings

Sign documents or data
Certify documents

Exscubte dvnamic conkent that is embedded in a
Zertified document

Execukes high privileges JawaScripks that are embedded in
a Certified document

X XKK

|_Add ko Trusted 1dertities. ..

< >
— The selected certificaks path is walid.

The path walidation and rewvocation checks were domne at Z014/09025 12:1 757 +05'30°

L] 2o

Fig.eFile.41

2. Select " Verify Signature"

Signature Properties
"
C’E‘/ﬂ% Signature walidity is LIRKRSW,
=

Surmmary || Docurment || signer || DatefTime | L=aal

wehien walidating dig al signatures, wou should swvaluate the wersion of the docurnent that was sigred
w. lick Signer Legal Motice Eo rewviess important infFormation relating to Signer
TASMEIEy, Inchadirg legol Eorme and condiblons Ehat Spiiv Shold wou rely Lhan S Staratire crontad
using the Signer Tdenkit.

You should alvways wiews the ariginal signed document Eo see whak weas signed (wou can do Ehis by clicking
wisws Signed Wersion in the Document Eab). Other tools awvailable in Ehe Docurment Eab can help wou
analyze whakt has changed since the documenk vwwas signesd; howveswer, these tools are Nok a substituks
For wiewing the original signed docurent.

Some documenks may conktain conktent thak can affeckt the document’'s on-screen and printed
presentation. You can gek a description of such conktent by clicking Wieve Documenkt Integrityw Froperkies.
In most cases the content is harmless (For example, a JavasScripk used For Form calculations). Yoo should
weriFw that a documenkt with such content comes=s From a trusted source and that only permitted changes
hawe been made Eto it beFore Erusting ik,

|_Signer Legal riokice... || [ wiew Document Integricy Propercies. .. |

d;;y Signature | | Close ]

Fig.eFile.42
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3. Now this signature is Valid

’§ignature alid

Digitally signed b

39:41 IST

Fig.eFile.43

4. Clearing of Java Cache

Clearing of Java Cache will enable the user to put digital signature without
any time delay.

Linux/Ubundu System

Open the terminal window by pressing alt+Control+T keys together on
keyboard then Type the command “jcontrol”. As result the java control panel
window appears. Now click on Settings.

Env ac<<i<fance

Java Control Panel

General Java Security Adwvanced

About
View version information about Java Control Panel.

About...
Network Setctings

Network settings are used when making Internet connections. By
defFault, Java will use the network settings in your web browser.
Only advanced users should modify these settings.

Network Settings...
Temporary Internet Files

Files you use in Jawva applications are stored in a special Folder For
quick execution later. Only advanced use elete Files or
modify these settings.

Jawva in the browser is enabled. See the Se Mc;diFy settings For temporary Files

Fig.eFile.44
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1. Click “Delete Files”

Seneral java Security Adwvanced

A boutc

Temporary Files Setcttings

= iKeep temporary Files on my computer.

Location
Select thhe location where temporary Files are kkept:

Shome/user/ . java/deployment/cache qggnge---

Dislk Space
Selaect the compression level For Ja R~ Files: None ~

Set the amount of disk space For storing temporary Files:

sS=27eS - MEe

Delete Fil Restore Defaulces |

S

| (=1 = | | cancel

Fig.eFile.45

2. Click OK

General | Java Security Adwvanced

About

E Keep temporary fFiles on my computer.

Location

Seleg Delete Files and Applications >

/hon ange...
[ /1 Delete the Following Files?
Disk Sp:
seled = Trace and Log Files =
B cached Aapplications and Applets
Seb-t Iinstalled Applications and Applets e
-~ MB
| OE | CGancel
Delete File | Restore Defaults
| oI | | cancel
oKk | | cancel Apply

Fig.eFile.46

Windows System
Open Java from the Control Panel Window by performing following steps.

Select run from the start menu or press Windows key+R on the keyboard. Type
“control” command and click OK.

1. Click on settings
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Java Conirol Panel

A
X

Java || Security || Advance&}

About

Wiew version information about Java Control Panel.

Mebwork settings are used when making Internet connections. By default, Jawva will use the network
settings in vour web browser. Only advanced users should modify these settings.

Metwork Settings

[ rebtwork Settings... ]

Temporary Internet Files

Files wou use in Java applications are stored in a special Folder F
advanced users should delete Files or modify these settings.

quick exec n later. Only

l Settings... ] [ Views. .. ]

Jawa in the browser is enabled. See the Security tab [rAodify settings For tempo

L OK ] [ Cancel ]

Fig.eFile.47

2. Click on Delete files

Java Control Panel

General | Java || Security | Advanced |

About

Wiews wersion information about Jawva Control Panel.

Temporary Files Settings @

Keep temporary fFiles on my computer.:

Location

Select the location vwhere temporary Files are kepk:

i\,Local Settingsiapplication Datal\SuniJaval\Deploymenticache ! [ “hange... ]

Disk Space

Select the compression level For JAR Files: INone ~ ]

Set the amount of disk space For storing temporary fFiles:

Delete Files... [ Restore Defaults ]

| Delefe temporary Jawva Files
L OK J [ —anc=l

[_ OK J [ Cancel ]

Fig.eFile.48
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3. Now press OK

Java Control Panel

General LJava || Security | advanced |

About

Wiews version information about Java Control Panel.

Temporary Files Setiings

Keep temporary Files on my computer.
Delete Files and A lications >
Location PP L I
Select the |
i iles?
\Local Setd & Delete the Following Files? @
Disk Space Trace and Log Files
Select the d Cached applications and Applets ~
Set the am [ Installed applications and Applets
ves 5| e
[ OK ] [ Cancel J
. - - ftcore Defaults I
[l OK l] [ Cancel ]
[ OK ] [ Cancel ] Apply
Fig.eFile.49

5. eFile MIS Report

eFile MIS Report is a new module added in eOffice application; can be used
to generate various kinds of reports for decision making. This module include MIS
reports like Personal Register (PR) of an employee, Monthly business statements,
pendency report, GO registers, Dispatch registers etc.

This module can be accessed by clicking on the link ‘eFile MIS Report’ in
the home page of the eOffice application.

e@ffice eFile MIS Reports

& e0ffice Administrator eOfficcADMIN ~
A DIGITAL WORK PLACE SOLUTION

File Receipt Dispatch + VIP = Miscellaneous ~ E-Post CSV Generation ~ Report Permission 7A Report Description

L3 Ly
File Closed » CRU Dispatch

File Conversion » Dispatch Register »

eFiles Created eFiles Moved

1 o | e o | |
File Migration » i o o -

File Parked » eFiles Pending (16) Receipt Pending (497)

>10days >20days > 30days 10days >20days >30days

File Forwarded ¥ Go Register »

File Pendency »
File Pendency »
File Received »
File Register F

File Summary Report

Fig.eFile.50
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1. Install, Mozilla Firefox (Latest version)

URL: https://www.mozilla.org/en-US/firefox/windows/

‘ Firefox Browser

Download Mozilla
Firefox for
Windows

Download Now

Firefox Privacy Notice

Download a different platform or language



2. Open Firefox Browser

@ Mew Tab

C

@ Getting Started

a
(o

+# @amazon

W o |+

Q, Search with Google or enter address

Q

YouTube

Facebook

e Firefox

© 9

Reddit Wikipedia

Y

Twitter




Setup KSWAN proxy

Open Firefox. Its app icon resembles a blue globe with an orange fox wrapped
around it.

Q Search | m\lzng@wg‘z

irefox.




2.Click =. This icon is in the top-right corner of the Firefox window. A
drop-down menu will appear. Click settings at the bottom

etapp.kwa.kerala

N =
Sync and save data Sign In
\
New tab Ctrl+T
New window Ctrl+N
New private window Ctrl+Shift+P
Bookmarks >
History >
Downloads Ctrl+)
Passwords
Add-ons and themes Ctrl+Shift+ A
l Print... Ctrl+P
Save page as... Ctrl+S
103.1¢  Find in page... Ctrl+F
Zoom 100% +
Settings
More tools >
Help >
Exit Ctrl+Shift+Q




3. In the General panel, go to the Network Settings section.

‘ £ Find in Settings ‘

@ General

Use autoscrolling
@ Home Use smooth scrolling
Q Soarch Show a touch keyboard when necessary
["] Always use the cursor keys to navigate within pages

e] Privacy & Security B
|| Search for text when you start typing

Q Sync Enable picture-in-picture video controls Learn more
m More from Mozilla Control media via keyboard, headset, or virtual interface Learn more

Recommend extensions as you browse Learn more

Recommend features as you browse Learn more

Network Settings

&Y Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

® Firefox Support

Click Settings.... This button is on the lower-right side of the
page.



Doing so will open the Proxy Settings
window.

Connection Settings X

Configure Proxy Access to the Internet
() No proxy

@Auto-detect proxy settings for this network
() Use system proxy settings

(_) Manual proxy configuration

SOCKS v4 © SOCKS

w

() Automatic proxy configuration URL




Check the "Manual proxy configuration" box.

Connection Settings

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network

() Use system proxy settings

©Manua| proxy configuration

HTTP Proxyi i_ortl ¢ ‘

[ Also use this proxy for HTTPS

HTTPS Proxyl !Pgrt’ 0|
|

SOCKS Hosti !Porl’ 0 ‘
() SOCKS v4 © SOCKS v5

() Automatic proxy configuration URL
Reload

Cancel

v

4




Enter your proxy information. You'll need to fill out the following
fields:

HTTP Proxy - Your proxy server's IP address goes here. -
Port - The server's port number goes here. -

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network

() Use system proxy settings

@Manual proxy configuration

HTTP Proxy| 10.1.6.16 Port} 3128

Also use this proxy for HTTPS

HTTPS Proxy | 10.1.6.16 Port

SOCKS Host Por;i 0

() SOCKS v4 © SOCKS v5

() Automatic proxy configuration URL

Reload

Cancel

v

4




Check the “Also use this proxy for HTTPS" box. It's directly
below the "HTTP Proxy" field.

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network

() Use system proxy settings

@Manual proxy configuration

HTTP Proxy | 10.16.16 IEort{ 3128

Also use this proxy for HTTPS

HTTPS Proxy | 10.1.6.16 Port
SOCKS Host Porg} 0
() SOCKS v4  © SOCKS v5
() Automatic proxy configuration URL
Reload
v
Cancel
4
RSO 6: A7 2 © e 6wy
: 1 ) ) )
Click OK. It's at the bottom of the B Bt o SO o URL

window. Doing so will save your
settings.




Open new tab

sujalam.kerala:gov.in/

‘ Firefox

sujalam.kerala.gov.in




Open eoffice

Enter your login details and open



thante —
g
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16.06.2022

NOTICE

The present VPN solution faces lot of performance related
issues, which necessitated the need for a new VPN solution. Hence,
Government identified and implemented a new VPN solution
named ‘Accops’ with better performance which satisfies the
requirements of Government officials, who are accessing
electronic files, remotely. The new VPN solution supports all
Operating Systems viz; Windows, Ubuntu, Android, Mac, 10S and
Linux. Hence, all VPN account holders in Secretariat are requested
to use the Accops VPN solution for processing electronic files,

remotely. A user manual for the purpose is also attached.

Jap="

Section Officer
E &IT (IT Cell) Department



Steps for Accops HySecure VPN installation on client Devices

Operating System Pages
Windows 2-3
Mac 4-6
Ubuntu 7-9

Android 10-13
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Accops HySecure Installation for User login on Windows OS

1) To download HySecure client for Windows OS, open any browser and type the

URL https://evpn.kerala.gov.in in the address bar. Then click on the below
option to download HySecure client for windows.

Virt

Vv

ual Workspace Portal

and file
Loginin porate VP g selected authentication mechanisn )
Sign-in
nauthorized access is p bited. All acce ogged on HySecure Gateway

== Click here to download HySecure Client.
Click here to download HyWorks Client.

‘4 Click here to download Mac Client.

@ Click here to download Ubuntu Client.

2) Open file explorer and go to downloads folder. Right click on

VPNClientSetup.exe and select “Run as Administrator” and install the HySecure
client.

[ 4 v + | Downloads
“ Home Share View

~ 1 ¥ > ThisPC > Downloads

Name Date modified Type Size
# Quick access
Today (4)
Il Desktop y
e . & VPNClientSetup 21-1

t+ & > ThisPC > Downloads

# Quick access
Today (4
B Desktop
VPNClj-~ee=s=
# Downloads >
89 Mobile
Documents &) Whatsy @ Run as administrator

}
& Pictures s Whatss © Share with Skype H
d Music Troubleshoot compatibility
W videos

Pin to Start
Uncont

@ Move to OneDrive
% OneDrive rhel-8.!



https://evpn.kerala.gov.in/
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3) Now to login using HySecure client go to desktop and click on the icon Accops

HySecure client.

9

Accops
HySecu...

4) Enter HySecure Server address as ‘evpn.kerala.gov.in’ and enter your VPN user
name and password to login.

W Accops HySecure Client

Action

+> KERALA STATE IT MISSION

e BERSTHEENT OF ELECTEDSICS RMT ANHIEWRAT IO TEL HROLBEY

HySecure Server | evpn.kerala.gow.in |

Please login using configured authentication method.

[ Login with a digital certificate

Username | |

Password | |

[ remember Me Remember Password

| Login |

5) Minimize the Accops HySecure client application and open the Mozilla Firefox
browser. Then type the URL https://esarkar.kerala.gov.in in the address bar.
You will get the login screen of e-Office as shown below:

c@ffice

ogn €


https://esarkar.kerala.gov.in/
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Accops HySecure Installation for User login on Mac OS

1) To download HySecure client for Mac OS, open any browser and type the URL
https://evpn.kerala.gov.in in the address bar. Then click on below option to
download HySecure client for Mac OS.

Virtual Workspace Portal Sign-in

PN using selected authentication mechanisms .
Sign-in
rohibited. All access is logged on HySecure Gateway

== Click here to download HySecure Client.

Click here to download HyWorks Client.

2) After downloading, click on the packager to install.

& HySecuresmac+Cliont+v6.1.4.4.pkg

?

“HySecuresmac+Client+v5.1.4.4
pkg™ cannot be opened because
it is fr. identified

downiosds accops com



https://evpn.kerala.gov.in/
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3) Give Security permissions to install HySecure, Go to System Preferences -
Security = Allow HySecure to install.

v\accops -

4) After installing Accops HySecure for Mag, click the ‘Go’ menu on the top left
of the screen > Applications - Accops HySecure Client. Open the Accops
HySecure Client Application and enter the Server address ‘evpn.kerala.gov.in’
and VPN User name and password as shown below;

Login S O

£y Acops
SE(

VD eraia Qow N

ol
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5) Click on login, following console will be shown.

O cers AR appiscations
AS appincors
- - - -
oD mg— et > 2 > 4 >
R ——— e e =
e - -
» » »
~——— - .o
- oo Actwe - - . -
» » »
At .- e—s e
< R A )
~ L "% -" "‘
» » »
Legonse - ——

6) Minimize the Accops HySecure client application and open the Mozilla
Firefox browser. Then type the URL https://esarkar.kerala.gov.in in the
address bar. You will get the login screen of e-Office as shown below:
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Accops HySecure Installation for User login on Ubuntu

1) To download HySecure client for Ubuntu OS (versions 16.04 / 18.04 / 20.04),
open any browser and type HySecure server URL https://evpn.kerala.gov.in

in the address bar. Then click on the below option to download HySecure
client for Ubuntu OS

Virtual Workspace Portal Sign-in

1 - 2
Mg Click here to download HySecure Client.

Click here to download HyWorks Client.

'4 Click here to download Mac Client.
re to dov nt

2) The packager will be downloaded as shown below;



https://evpn.kerala.gov.in/
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3) The packager will be downloaded in the “Downloads” folder.

4) Double click the installer package for installing Accops HySecure client. After
installation, to view the Accops HySecure icon, go to Applications menu in the
Home Screen.

BsFEPDoOmA&C

5) Now, search Accops HySecure client, then double click on Accops HySecure icon.
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6) Enter the Server address as “evpn.kerala.gov.in” and VPN user name and
password as shown below;

((((((((((((((

\Naccops

LOGIN

7) Open Mozilla Firefox browser and enter the URL https://esarkar.kerala.gov.in in
the address bar. Then you will get the login screen of e-Office as show below:



https://esarkar.kerala.gov.in/
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ACCOPS HyC(Client Installation for ANDROID

1) To Access Accops HyClient for android, install Accops HyClient app from Play
Store as shown below.

Accops HyClient
\accops

3.5%

2) After installation, the below shown icon will appear on Home screen of the
Android Mobile/Tab.

3) After installing Accops HySecure for Android , Open the above app and enter
the Server address as ‘evpn.kerala.gov.in’ as shown below.

evpn. kerala.gov.in
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4) After clicking on continue, enter the VPN username.

= Create Profile

Enter Username

e

5) Click continue and enter the password which is optional.

= Create Profile

Enter Password (Optional)

5] eeesssses ©

Save Password (J

CONTINUE

6) A VPN profile will be created after clicking save button.

= Create Profile

Enter Profile Name

o

Set as default profile [

SAVE

@ demo@evpn.kerala.gov.in :

demo@evpn.kerala.gov.in 3
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7) Once a profile is created, click on the profile and enter the VPN Password and

click on continue.

O demo

é .OO......'

Please enter credentials

8) After clicking continue, user will get the following console.

statelotteries

Isgdoffices

sujalam

erevenue

&

estationery

&

etrivendrum

&

kfdeoffice

&

registration
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9) When the user click on esarkar app, the following login page of e-Office will be
displayed.
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